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— Cuctema —

1 Cnctema

Xapayep (p2) | Cractuku (p2) | Notpebutenun (p3) | NpaHuum (p3) | HuBa Ha paboTa (p4) | root
napona (p5) | KomnunupaHe Ha sapoTo (p6)

3apexaaHe Ha S4poTo U uHdOopMaums 3a cuctemara

# uname -a # IlaBa BepcudaTa Ha sagpoTo (m BSD Bepcusra)
# cat /etc/SuSE-release # IaBa BepcusaTa Ha SuSE
# cat /etc/debian version # JlaBa Debian BepcusTa

M3nonsBan /etc/DIsTR-release ¢ DISTR= Isb (Ubuntu), redhat, gentoo, mandrake, sun (Solaris),
W T.H.

# uptime # NokasBa KOJIKO BpeMe cucTeMara e pabormia + 3apexnaHe
# hostname # MMe Ha xoCTa Ha cucTeMaTa

# hostname -i # Toxasea IP ampeca Ha cucTeMara.

# man hier # OmmcaHme Ha iepapxmusaTa Ha QanioBaTa CuUCTeMa

# last reboot # INoka3Ba MCTOPMsS Ha peCcTapTMpaHMsTa Ha CHUCTEMaTa

1.1 N"udbopmauuna 3a xapayepa

Xapayep OTKpUT OT S4p0OTo

# dmesg # OTKPUT xapOyep M CBOOWEHMS mpu OyyT
# lsdev # mnbopMauMs 3a MHCTaIMpaH xapayep
# dd if=/dev/mem bs=1k skip=768 count=256 2>/dev/null | strings -n 8 # UYere BIOS

JInHYKC
# cat /proc/cpuinfo # Momes Ha mnpouecopa
# cat /proc/meminfo # Xapnyepna namer
# grep MemTotal /proc/meminfo # NokasBa ¢maMueckaTa IameT
# watch -nl 'cat /proc/interrupts' # Cilemy NHOCTOSIHHO 3a [POMEHJIMBU [IPEKBbCBAHUS
# free -m # MsnosseaHa u cBobomHa mameT (-m 3a MB)
# cat /proc/devices # KonbmrypmpaHm ycTpoicTBa
# lspci -tv # INokasea PCI ycrpoicTea
# lsusb -tv # INokasea USB ycTpoicTea
# lshal # IMoka3Ba CHOMCBK OT BCUYKM YCTPOMCTBA M TEXHMUTE HACTPOMKM
# dmidecode # INoxasBa DMI/SMBIOS: xapnoyep mHbopMaums oT BIOS
FreeBSD
sysctl hw.model Mormesn Ha mnpolecopa
sysctl hw JlaBa nejHa MHOOpMaUMsa 3a xaplyepa
sysctl vm Viznmoji3BaHa mnameT
dmesg | grep "real mem" XapnyepHa nameTr
sysctl -a | grep mem IlaMeT Ha HACTPOMKMUTE Ha SOpOTO U MHbopMauus

sysctl dev
pciconf -1 -cv
usbdevs -v
atacontrol list

KoHPuIyprpaHu yCTpOMCTBa
Ilokazea PCI ycTpoMmcTeBa
Ilokazea USB ycTpoMucTea
Ilokazea ATA yCTpoOMCTBa
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1.2 3apexxpaHe, CTaTUCTUKUN U cbobLleHunsn

CneaBalinTte KOMaHAM ca NOJMe3HM 3a Aa OTKpMeTe KakBo ce Cny4yBa B cucTteMara.

# top # INoxasBa ¥ OOHOBsBa TOI NPOLECHUTE Ha [polecopa

# mpstat 1 # IoxkasBa CTATUCTUKM CBBP3aHU C IIPOLIECOPU

# vmstat 2 # NokasBa CTATUMCTMKM Ha BMPTyaJiHaTa [aMeT

# iostat 2 # NoxassBa I/0 craTUCTUKM (2-CEKyHIHM MHTEPBAJM)

# systat -vmstat 1 # BSD ofoOmeHue Ha CUCTEMHMUTE CTATUCTuUKM (l-CekyHIEeH MHTEepB:E
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— Cucrema —
# sysctl -a # I[oka3Ba BCUYKM CMCTEMHM orpaHmdeHmsView all system limits
# sysctl fs.file-max # INokas3Ba MaKCMMAJIHOTO OTPaHMYEHME 3a OTBapsHe Ha OanoeBe
# sysctl fs.file-max=102400 # IMpoMeHs MaKCMUMAJIHOTO OTpPaHMYEHME 3a OTBapsHe Ha Orasoee
# cat /etc/sysctl.conf
fs.file-max=102400 # INocrosHeH sammc B sysctl.conf
# cat /proc/sys/fs/file-nr # Komxo ommcaHmsa Ha OaljioBe Cce M3ION3BAT
FreeBSD

Ha wen/ckpunt
M3non3BaiTe kKoMaHaaTa limits B csh wnum tcsh, nnm kakto B Linux, uanoneainTe ulimit B sh
wnu bash wen.

Ha notpebuten/npouec

OrpaHuyeHusTa no noppasbupaHe nMpM BAM3aHe ca 3anucaHn B /etc/login.conf.
HeorpaHnyeHaTa CTOMHOCT € BCE Olle OrpaHMyeHa OT CMCTEMHaTa MakKcuMMasHa CTOMHOCT.

3a ysnara cucrema

OrpaHuyeHusiTa Ha S4POTO CbLO Ce craraTt CbC sysctl. MOCTOSAHHWM BPb3KKU Ca 3anucaHu B /etc/
sysctl.conf WK /boot/loader.conf. CUHTAKCUCHT € CbLUMAT KaTo Mpu Linux HO KYoBeTe ca
pasnnyHu.

# sysctl -a # TNoxasBa BCUYKM CHCTEMHM OTPaHUYEHMS

# sysctl kern.maxfiles=XXXX # MakcumaisieH Opolt Ha O(alJIoBUTE ONMCAaHUSA
kern.ipc.nmbclusters=32768 # NocrosiuHa Bpb3kKa B /etc/sysctl.conf
kern.maxfiles=65536 # TuUNMUYHM CTOMHOCTM 3a Squid
kern.maxfilesperproc=32768

kern.ipc.somaxconn=8192 # TCP onamka. Ilo-mobpe 3a apache/sendmail
# sysctl kern.openfiles # Kosko ¢danyoBM ommMcaHMs Ce M3MIOJI3BAT

# sysctl kern.ipc.numopensockets # KoOJIKO OTBOpEHM IHe3Ia Ce M3MOJI3BAaT

Bux FreeBSD handbook Chapter 11 3a nogpo6HocTu.

Solaris

CnepBalwmre CTOMHOCTU B /etc/system Le yBenuyaT MakKCcMManHuTe ¢aliioBuM ONMCaHUA Ha
npouec:

set rlim fd max = 4096
set rlim fd cur = 1024

# Tebpma TpaHMua Ha OaMiIoOBO ONMCaHMA 3a €AuH NpPOoLec
# Mexa TpaHMua Ha OaMiIoBO ONMCaHMsd 3a €AuH [POoLec

1.5 HuBa Ha pab6oTa

Linux

BeaHbX 3apefeHo, SApPOTO CTapTMpa init, KOWTO Mnocfne crapTvpa rc, KOWTO MbK cTapTupa
BCUYKN CKPUMTOBE MPUHaAnexaluM KbM HMBOTO Ha paborta. CkpunToBeTe ca 3anucaHu B /etc/
init.d n umat Bpb3kmn B /etc/rc.d/rcN.d ¢ N HoMepa Ha HMBOTO Ha paboTa.

HnBOTO Ha 3apexaaHe no nogpasbupaHe e koHdUrypupaHo B /etc/inittab. O6ukHoBeHO e 3 nnmn
5:

# grep default: /etc/inittab

id:3:initdefault:

AKTYyanHOTO HMBO Ha 3apexaaHe (CMUCBbKbLT e MoKasaH OTAOsY) MoXe Aa 6bje NPOMEeHeH C init.
Ha npumMep, 3a aa ro npoMeHute ot 3 Ha 5:

# init 5 # BbBexma HMBO Ha pabora 5

— lporpammpaHe —

IPv4.cpp:

ude "IPv4.h"

nclude <string>

it lude <sstream>

using namespace std; // wm3non3BaHe MACTOTO Ha MMeHATa

using namespace GenericUtils;

IPv4::IPv4 () {} // TiaBeH KOHCTPYKTOP/OEeCTPYKTOP
IPv4::~IPv4 () {}
string IPv4::IPint to IPquad(unsigned long ip) { // peanmusaums Ha dYjieHa

// wW3nos3BaHe Ha NOTOK
// noburoBo meceH wudT

ostringstream ipstr;
ipstr << ((ip &0x£f£f000000) >> 24

)
<< "M << ((ip &0x00££0000) >> 16
<< "." << ((ip &0x0000f££f00) >> 8)
<< "." << ((ip &0x000000ff));
return ipstr.str();
}
The program simplecpp.cpp
#include "IPv4.h"
#include <iostream>
#include <string>
using namespace std;
int main (int argc, char* argv[]) {
string ipstr; // mebuHMpaHe Ha NPOMEHJIUBUTE
unsigned long ipint = 1347861486; // IP LeJjlouncJieH BUI
GenericUtils::IPv4 iputils; // cB3maBaHe Ha OBEKT OT KJjaca
ipstr = iputils.IPint to IPquad(ipint); // W3BMKBaHe Ha 4JleHa Ha KJjaca
cout << ipint << " = " << ipstr << endl; // mneuyaTr Ha pesyJsTaTa

return 0;
}
KoMnunauuvsa n usnbjHeHue C:

# KoMmmiyvpaHe B OOEKTU
# CBpb3BaHe OOEKTMTE B KpalfHa M3MIBJIHMMA IpoTrpaMa

# g++ -c IPv4d.cpp simplecpp.cpp

# g++ IPv4d.o simplecpp.o -o simplecpp.exe
# ./simplecpp.exe

1347861486 = 80.86.187.238

M3non3ealite 1dd 3a npoBepKa Kowu 6mMbnnoTekn ca M3Non3BaHuM OT nporpamMata U Kbae ce
HamupaTt. KomMaHaaTa CbLO ce U3MNOoN3Ba ako crnojeneHa 6ubnunoTteka nuncea uam nporpamaTta e
CTaTU4Ha.

# 1dd /sbin/ifconfig

22.5 NpocTt Makefile

CnepHuat MmnHumaneH Makefile 3a MynTu-copc nporpama e rnokasaH TyK. PefoBeTe C MHCTpyKLun
TpsibBa ga 3anoysBat ¢ Tab! ObpaTHaTa HakloHeHa "\" MoXe Aa ce M3Non3Ba 3a pasjefisiHe Ha
AbNrn peaose.

C = g++

CFLAGS = -0

OBJS = IPv4.o simplecpp.o

simplecpp: ${OBJS}

${CC} -o simplecpp ${CFLAGS} ${OBJS}
clean:

rm -f ${TARGET} ${OBJS}

53
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— Cuctema —

# sync; mount -o remount,ro / # CHHXpOHM3Mpa Npeny MNOBTOPHO NpMKadBaHe CaMo 3a dYeTeHe

# reboot

FreeBSD u Linux meTtop 2

FreeBSD HaAMa pa BM MNO30BAM Aa Ce€ M3MbKHETE caMO C NpocT init Tpuk. PeweHneto e Aa
npukaunte root asna ot gpyra OC (kaTo cnacutenHoto CD) 1 Aa npoMeHUTe naponarta Ha AucKa.
e Craptuparite xmeo CD nnu nHcrtanaunmoHHo CD B cnacuTeneH pexuMm, KOMTO we BU Jaje
wen.
e Hameperte root asina c fdisk H.np. fdisk /dev/sda
e MoHTupaliTe ro u nsnonseamte chroot:
mount -o rw /dev/ad4s3a /mnt
chroot /mnt # chroot B /mnt
passwd
reboot

H o

KaTto antepHatuBa BbB FreeBSD, cTapTupaiite NoTpebUTENCKM PEXUM, MOHTMPaTe OTHOBO / rw

n nsnonssavite passwd.
# mount -u /; mount -a # we npuxaum / rw
# passwd
# reboot

1.7 Moaynun Ha sapapoTo

Linux

# lsmod # IoxasBa BCUYKM MONYJIM 3apedeHM B SOPOTO
# modprobe isdn # Ba zapexmane Ha Momys (Tyk isdn)
FreeBSD

# kldstat # TNoxasBa BCUYKM MOOYJM 3apelleHu B AOPOTO
# kldload crypto # 3a BapexzmaHe Ha MomyJn (Tyk crypto)

1.8 KoMmnunupaHe Ha aapoTo

Linux

# cd /usr/src/linux

# make mrproper # V3KuUMCTBA BCUYKO, BKJIIOUUTEJIHO KOHOUIypaumoHHM OaijiosBe
# make oldconfig # Cb3maBa HOB KOHOMIypauuoHeH (Gamy OT HACTOAWOTO SOPO
# make menuconfig # mmm xconfig (Qt), wmmm gconfig (GTK)

# make # Cp3maBa KOMIPecHpaHa CHMMKA HA SOPOTO

# make modules # KoMmumimpa MomynuTe

# make modules install # MHcTanupa MomynuTe

# make install # MHCTamupa SAOPOTO

# reboot

FreeBSD

3a pa moauduumpate u npenocTpouTe SApOTO KonupanTe obwms KoHdurypaumoHeH dawnn ¢
HOBO MME W ro peaakTMpanTe Npu HyXaa. BCbWHOCT € BBb3MOXHO W Aa npoMeHuTe danna
GENERIC AWPEKTHO.

cd /usr/src/sys/i386/conf/

cp GENERIC MYKERNEL

cd /usr/src

make buildkernel KERNCONF=MYKERNEL
make installkernel KERNCONF=MYKERNEL

B N

— lporpammpaHe —

#!/bin/sh
# Toswy ckpunT ce3maBa KHuxka B pdf ¢opMar roroBa 3a mnedaT Ha OBOEH NPUHTEP

if [ $# -ne 1 ]; then # INpoBepka Ha apryMeHTa
echo 1>&2 "Usage: $0 HtmlFile"
exit 1 # He HyJIeB M3XO0H IpM IpelKa
fi

# BamaBaHe Ha 0GaMIIOBO MMe
# BzsemaHe camMo mMMeTO Ha @dania
# BseMaHe paBIMPEHMETO Ha MMETO

prince S$file -o S$fname.pdf # or www.princexml.com
pdftops -paper A4 -noshrink $fname.pdf S$fname.ps # ce3BaBaHe Ha NOCTCKPMIT Opomypa
cat $fname.ps |psbook|psnup -Pa4 -2 |pstops -b "2:0,1U(21cm,29.7cm)" > $fname.book.ps

ps2pdfl3 -sPAPERSIZE=a4 -sAutoRotatePages=None $fname.book.ps $fname.book.pdf

# wmsnonseaHe Ha #a4 u #None BBE Windows!
exit 0 # exit 0 o3HauaBa YCIEMHO

21.3 Hakoun sed koMmaHaAM

sed 's/stringl/string2/g’' # BamsHa stringl cwsc string2
sed -i 's/wroong/wrong/g' *.txt # BaMsHa HempaBuIHA OyMa C g
sed 's/\(.*\)1/\12/g" # HpomMsHa anystringl cwc anystring2
sed '/<p>/,/<\/p>/d' t.xhtml # J3TprBaHe peroBe 3amouBamy C <p>
# n saBppuBamm c </p>
sed '/ *#/d; /7~ *$/d! # lJ3TprMBaHEe Ha KOMEHTAapM M MpPasHM PenoBe
sed 's/[ \t]*$//!' # V3TpuBaHe Ha KpPaMHUTE MHTEepBajM (M3MoJ3BaHe Ha tak
sed '"s/~[ \t1*//;s/[ \t1*$//' # V3TprBaHe Ha HaYaJHUTE ¥ KPalHUTE MHTEPBAaJN
sed 's/[**1/[&]/" # BMBKBaHe Ha NBPBMSA CMMBOJ B [] top->[t]op
21.4 NMNone3Hn KoMaHAM
sort -t. -kl1,1n -k2,2n -k3,3n -k4,4n # Coprmpane IPv4 ip ampecwu
echo 'Test' | tr '[:lower:]' '[:upper:]' # CMmsaHa Ha roJsieMyu/Maliku OyKBU
echo foo.bar | cut -d . -f 1 # Bpwwa foo
PID=$ (ps | grep script.sh | grep bin | awk '{print $1}'") # PID Ha paGoTemys CKPUIT
PID=$ (ps axww | grep [pling | awk '{print $1}'") # PID Ha ping (6e3 grep pid)
IP=$ (ifconfig SINTERFACE | sed '/.*inet addr:/!d;s///:s/ .*//") # Linux
IP=$ (ifconfig $INTERFACE | sed '/.*inet /!d;s///is/ .*//") # FreeBSD
if [ "diff filel file2 | wc -1° != 0 ]; then [...] fi # IlpoMeHeH danin?
cat /etc/master.passwd | grep -v root | grep -v \*: | awk -F":" \ # Cebs3paBaHe http napomna

'{ printf("%s:%s\n", $1, $2) }' > /usr/local/etc/apache2/passwd

testuser=$ (cat /usr/local/etc/apache2/passwd grep -v \ # IpoBepka Ha norpeburesns B passwd
root | grep -v \*: | awk -F":" '{ printf("%s\n", $1) }' | grep “user$)

22.1 C 6a3a

strcpy (newstr, str) /* kommpaHe str B newstr */

exprl ? expr2 : expr3 /* ako (exprl) expr2 muHaue expr3 */

x = (y>z) 2y : z; /* ako (y > z) x = y; MHaue x = z; */

int a[l={0,1,2}; /* VnnunammusupaH MacuB (mmm a[3]1={0,1,2}; */
int al2]([3]1={{1,2,3},{4,5,6}}; /* MacuB OT MacuB OT LeJu umucia */

int i = 12345; /* KoHBepTuMpaHe Ha 1 B CHMBOJIEH HU3 */

char str[10];
sprintf (str, "%d", 1i);
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— Qarinosa cuctema — — CkpuntoBe —

# ping cb.vu > ping.log # B .cshrc
~Z # e mpexwbcHaTa (cnpsHa) c [Ctrl]-[Z] alias 1s 'ls -aF'
# bg # cnara BBB QOHA M HNpombkaea pabora alias 11 'ls -aFls'
# jobs -1 # lokasBa NpoLecUTe Ha 3ameH IJIaH alias la 'ls -all’
[1] - 36232 Running ping cb.vu > ping.log alias .. el oo
[2] + 36233 Suspended (tty output) top alias ... 'cd foo?
# fg %2 # lpemecTBa mpolec 2 Ha NpedeH IJIaH set prompt = "$B%n%b@%B%m%b%/> " # xaro user@host/path/todir>
o o set history = 5000
M3non3BaiTe nohup 3a CTapTMpaHe Ha Mpouec, KOWTO npoAab/ikaBa Aa paboTu, koraTo wen-a e savehist = ( 6000 merge
6bae 3aTBOpeH (MMYHUTET MPOTMB MPeKbCBaHUS). set autolist # lox3aBaHe AB3MOXHMTE 3aBBPUBaHMA C Tabd
set visiblebell # Bes Oun, mMHBepCHS Ha LBETOBETE

# nohup ping -i 60 > ping.log &
# Bindkey m umBsT
bindkey -e Select Emacs bindings # M3nosi3BaHe Ha emacs KIABMIM 33 PeNaKTMPaHe Ha KOMAaHIEH pe
2.4 Ton : _
bindkey -k up history-search-backward # M3mos3BaHe HAToOpe M HaZOJy 3a TBPCEHE
bindkey -k down history-search-forward
MporpamaTa top nokassa paboTela nHbopMaums 3a npoLecu. setenv CLICOLOR 1 # C uBaT (ako Moxe)

4 top setenv LSCOLORS ExGxFxdxCxDxDxBxBxExXEx

emacs MoAbT MO3BOJSIBA MON3BaHe Ha emacs KAaBuWKM 3a MpOMsSHa Ha KoOMaHAeH pea.
M3kNounTENHO None3Ho e (He caMo 3a emacs noTpebutenu). Hal-nsnonssaHnTe KOMaHAM ca:
C-a lMpemecTBaHe Ha Kypcopa B Ha4yasnoTo Ha NMHUATa

[HokaTto top pabotu HaTucHeTe knaBuwa h 3a nomoly. NMonesHu koYoBe ca:
e u [user name] 3a nokasBaHe aH npouecu NpuHagnexawm Ha notpebuten. anonsearite
+ WM Wnauus, 3a Aa BUAUTE BCUUYKKN NOTpebutenm

« K [pid] Y6usa scuukm npouecy ¢ MOY C-e MpemecTBaHe Ha Kypcopa B kpasi Ha NMHUsATa
e 1 3a ga Nokaxe BCUMYKM CTaTUCTMKKU Ha npouecopa (caMmo 3a JIMHyKC) Buw _.__._Umm_,\_,_\_%nm_.mmmmz_._%z_._mm xx<vnnoou% I:%_.wmm_.hmmhh_._Mmthhm
e R Toggle normal/reverse sort. M-d Oﬂcmwmm:m n:mhmm«\_._mmaw h<_<_mu Y
. C-w OTpsa3BaHe nocnegHaTta agyma
2.5 Curnann/Kill C-u OTpsizBaHe BCMYUKO Npeau Kypcopa
C-k OTps3BaHe BCUYKO cnef Kypcopa (A0 Kpas Ha peaa)
MpekbcBaHe WM U3NpallaHe Ha curHan ¢ kill unm killall. C-y MocTaBsiHe NOCNEAHOTO 3a OTpsi3BaHe (MPOCTO MNOCTaBsiHE)
C- OTMeHu

# ping -i 60 cb.vu > ping.log &

(1] 4712 Note: C- = 3aapbx control, M- = 3aapbXx MeTa (06ukHOBeHO alt unu escape 6yToHa).

# kill -s TERM 4712 # cwmoTo karo kill -15 4712
# pkill -9 http # NpexscBa TERM mpouecu mo (4acT oT) uMe N H n —A—U mnrose
# pkill -TERM -u www # HpexbcBa TERM mpouecyu OpMHATJIEXANM Ha WWW 5 Basa (p49) | MpvMepeH ckpunT (p50) | sed/nonesHn komaHam (p51)
# fuser -k -TERM -m /home # IIpekbcBa BeCKM Npoliec C ZoCcTwsI no /home (mo cTomHOCT)
BaxxHW curaHnm ca: Bourne wena (/bin/sh) npucbcTtBa BbB BCUUKM UniX MHCTanauuu M CKpUNTOBETE HanWCaHu Ha
1 HUP (3aTBOpM) Hero ca (AocTa) NPeHOCMMU; man 1 sh € 406bP CNpaBOYHUK.
2 INT (NpeKbCHU)
3 QUIT (n3nes) 21.1 Ba3a
9 KILL (non-catchable, non-ignorable kill)
15 TERM Amoﬁnﬁmﬂm termination m_mjm_v _._—uO_(_m—.:._SWS U aprymeHTu

3apaBaHe c variable=cTolHoOCT 1 nposepka c $variable

3 dannoBa cucrema

MESSAGE="Hello World" # BamaBaHe Ha us3pas

MHdopmaums 3a aucka (p9) | 3apexaaHe (p9) | ManonssaHe Ha aucka (p9) | OTBOpeHu PI=3.1415 # 3azmaBate Ha CTOHOCT

dannose (p9) | MpukausaHe/MpenpukausaHe (pl10) | MpukausaHe Ha SMB (pl1l) | MNpukauyBaHe W= R R

Ha image (pll) | 3anuc Ha ISO (pl2) | Cwb3mait image (pl13) | Auck namer (pl3) | TWON="expr SN * 2 # Apuruemmuen uspas (camo uems wucna)
TWON=$ ( (SN * 2)) # mpyr cuHTakc

jbosmehSHm:IOnﬂ Ha Ancka AUH&V TWOPI="echo "SPI * 2" | bc -1" # MsnossBaHe Ha bc 3a omnepaumy C jaBama 3anerasd
ZERO="echo "c($PI/4)-sqrt(2)/2" | bc -1°

3.1 OrpaHu4yeHusn ApryMeHTUTE B KOMaHAEH pej ca

80, 81, $2) ocoo # $0 e camaTa xoMaHza
MpoMsiHa Ha OrpaHMuYeHUs U COBCTBEHOCT C chmod U chown. Umask no nogpas6upaHe Moxe Aa rove e Mazme woManRa
S# # Bpos apryMeHTu

6bae NpoMeHeH 3a BcuMuku notpebutenu B /etc/profile 3a Linux nnu /etc/login.conf 3a FreeBSD. g # Bouuky aprymenTn (cwmo $@)
umask no noapasbupaHe obukHoBeHO e 022. umsak e usBageHa oT 777, Taka umask 022 ce
NpoOMeHs B orpaHuyeHue 755.
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— (dannoBa cuctema —

OTkpuBa oTBOpEH Nnor-gann (Unm oTeopeHn dannose), Aa peyem 3a Xorg:
# ps ax | grep Xorg | awk '{print $1}'

1252

# fstat -p 1252

USER CMD PID FD MOUNT INUM MODE SZ|DV R/W
root Xorg 1252 root / 2 drwxr-xr-x 512 r
root Xorg 1252 text /usr 216016 -rws--x--x 1679848 r
root Xorg 1252 0 /var 212042 -rw-r--r-- 56987 w

daiinbT ¢ 212042 e eANHCTBEHUAT dain BbLB /var:

# find -x /var -inum 212042
/var/log/Xorg.0.log

Linux

OTKpMBa 0TBOpEHM (pannoBe B TOUKA Ha NpuMKayBaHe C fuser WK lsof:

# fuser -m /home # Iokasea mpouecu c gocTsl no /home
# lsof /home
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

tcsh 29029 eedcoba cwd DIR 0,18 12288 1048587 /home/eedcoba (guam:/home)
lsof 29140 eedcoba cwd DIR 0,18 12288 1048587 /home/eedcoba (guam:/home)

OTHOCHO NpUIoXeHne:
ps ax | grep Xorg | awk '{print $1}'

3324

# lsof -p 3324

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

Xorg 3324 root ow REG 8,6 56296 12492 /var/log/Xorg.0.log

OTHOCHO eanHUYeH dainn:

# lsof /var/log/Xorg.0.log
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME
Xorg 3324 root 0w REG 8,6 56296 12492 /var/log/Xorg.0.log

3.6 NpukauBaHe/NnpenpukauBaHe Ha ¢dainnoBa cucrema

Ha npumep cdrom. Ako e B cnucbka /etc/fstab:

# mount /cdrom

MNnu HamMmpa ycTponcteo B /dev/ nnm ¢ dmesg

FreeBSD

# mount -v -t cd9660 /dev/cdOc /mnt # cd-ycTpoiicTBO
# mount_cd9660 /dev/wcdOc /cdrom # mpyr Meron
# mount -v -t msdos /dev/fd0c /mnt # dmomm

[eknapupaHo B /etc/fstab:

# Device Mountpoint FStype Options Dump Pass#
/dev/acd0 /cdrom cd9660 ro,noauto 0 0

3a Aa no3BosnTe Ha noTpebutenuTe Aa ro NpaBaT:

# sysctl vfs.usermount=1 # Muu poGaBere pema "vfs.usermount=1" B /etc/sysctl.conf
Linux

# mount -t auto /dev/cdrom /mnt/cdrom # TunMyHa KOMaHIA 3a NpMKadBaHe Ha cdrom

# mount /dev/hdc -t is09660 -r /cdrom # TunmuHo IDE
# mount /dev/sdc0 -t is09660 -r /cdrom # Tunmuuo SCSI
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— [unckoBa KBoTa —

19.2 FreeBSD HacTpoi#ka

MHCTpyMeHTUTE 3a KBOTa 3a YacT oT 6a3oBaTa CMCTEMA, HO SAPOTO MMa HYXAa OT onuus. AKO He
e noctaBeHa gobaseTe s U NpeKkoMnuanpainTe aapoTo.

onuumu QUOTA

KaTto B Linux, nobaseTte kBoTa BbB fstab onunute (userquota, not usrquota):

/dev/ad0sld /home ufs rw,noatime, userquota 2 2
# mount /home # 3a DpeMOHTMpaHe Ha OAJ

paspellaBaHe Ha ANCKOBUTE KBOTKM B /etc/rc.conf n ctapTupaHe.

# grep quotas /etc/rc.conf

enable_quotas="YES" # BrJIOUBaAHE Ha KBOTa npu crapT (mymm NO) .
check_quotas="YES" # Npoeepka Ha KBOTa npm crapT (mmm NO) .
# /etc/rc.d/quota start

19.3 3apaBaHe Ha A1MMUTH

KBoTuTe He ca nuMuTUpaHu no noapasbupaHe (ycraHoBeHu ca Ha 0). JlumnutuTe ce ycraHossBaT
C edquota 3a notpebutenute. KBoTaTa Moxe ga 6bae MNOBTOpeHa 3a MHOro nortpebutenw.
daiinoBaTta CTPpyKTypa e pasfiMyHa Mpu peanusaunmTe Ha KBOTa, HO MPUHLMNBT € efunH:
CTOMHOCTMTe Ha 6nokoBe M MHOAWM MoraT Aa ce orpaHuyat. CamMo rnpoMeHeTe CTOMHOCTUTE Ha Soft
n hard. Ako He e noco4eHo apyro, 6nokoseTe 3a no 1k. MNepnoabT Ha 61aroCKNIOHHOCT ce 3asaBa
C edquota -t. Hanpumep:

# edquota -u colin

Linux
IVCKOBM KBOTM 3a mnorpeburen colin (uid 1007):
Filesystem blocks soft hard inodes soft hard
/dev/sda8 108 1000 2000 1 0 0
FreeBSD

KBoTu 3a norpebures colin:
/home: kbytes in use: 504184, limits (soft = 700000, hard = 800000)
inodes in use: 1792, limits (soft = 0, hard = 0)

3a MHoOro norpeébutenm

KoMaHaaTa edquota -p C€ M3MOM3Ba 3a AynivuMpaHe Ha KBOTaTa 3a Apyru notpeéutenu.
Hanpumep 3a gynnuuupaHe Ha NpuMepHa KBOTa 3a BCUYKM noTpebutenu:

# edquota -p refuser ‘awk -F: '$3 > 499 {print $1}' /etc/passwd’
# edquota -p refuser userl user2 # Iymmkaums 3a 2 noTpebuTenm

NMpoBepkun

MoTpebutennte MoraT 3a MpOBepsiIBAT KBOTATa CU CbC quota (ainbT quota.user Tpsbea fa e
yeTuM). Root Moxe Aa npoBepsiBa BCUUYKM KBOTU.

# quota -u colin # IMpoBepka KBOTaTa 3a HoTpebmTes
# repquota /home # II'bJIeH OTYeT 3a OAJl 3a BCUYKM NOTPEeOUTeNu
47
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— (dannoBa cuctema —
FreeBSD

C nameTt-yctponcTteo (n3nbvnHete # kldload md.ko ako e Heo6xoaMmo):

# mdconfig -a -t vnode -f file.iso -u 0
# mount -t cd9660 /dev/md0 /mnt

# umount /mnt; mdconfig -d -u 0 # VsumcTBa mMd yCTPOMCTBOTO

Wnu c BupTyaneH Bb3en:

# vnconfig /dev/vnOc file.iso; mount -t cd9660 /dev/vnOc /mnt
# umount /mnt; vnconfig -u /dev/vnOc # V3umcTBa VN YCTPOMCTBOTO

Solaris n FreeBSD

c loop-back dainos nHtepdeic nnm lofi:

# lofiadm -a file.iso
# mount -F hsfs -o ro /dev/lofi/l /mnt

# umount /mnt; lofiadm -d /dev/lofi/1l # UsumcrBa lofi ycrpoiicTBO

3.9 Cb3paBaHe n 3anucBaHe Ha ISO o6pas

ToBa wWe Konupa KOMMaKT AMCK uan DVD cektop no cektop. be3 conv=notrunc, 06pa3bT Lwe
6bAe No-ManbK ako uMa Mo-Masnko CbAbpXaHue Ha Aucka. Bux no-gony u dd npumepute (page
39).

# dd if=/dev/hdc of=/tmp/mycd.iso bs=2048 conv=notrunc

M3non3ealite mkisofs 3a cb3gaBaHe Ha CD/DVD o6pa3 oT ¢annose B aupekTopus. 3a aa
npeojosieeTe orpaHnYeHusiTa 3a MMeHa Ha dawnnoseTe: -r paspewasa Rock Ridge paswupeHus
obuyaiiHm 3a UNIX cuctemu, -] paspewaBa Joliet paswupeHns nsnonssaHn oT MankpocodTckm
cuctemu. -L paspewasa ISO9660 umeHa Ha galinoBeTe Aa 3ano4saT C Nepuoa.

# mkisofs -J -L -r -V TITLE -o imagefile.iso /path/to/dir

Ha FreeBSD, mkisofs e oTkpuT B noptoBeTe B sysutils/cdrtools.

3anucBaHe Ha CD/DVD ISO o6pas

FreeBSD

FreeBSD He paspewaBa DMA Ha ATAPI yctpoiictBa no nogpasbupaHe. DMA e paspelleH C
KoMaHpaTa sysctl u aprymeHtuTe no-gony, unu c /boot/loader.conf cbc cnegHuTe BbBEXAAHUS:

hw.ata.ata_dma="1"
hw.ata.atapi_dma="1"

M3nonsBanTe burncd ¢ ATAPI ycTpoictBo (burncd € 4acT OT OCHOBHaTa cucTema) u cdrecord (B
sysutils/cdrtools) cbc SCSI ycTponcTBO.

# burncd -f /dev/acd0 data imagefile.iso fixate # 3a ATAPI yCTpPOMCTBO
# cdrecord -scanbus # 3a oTkpuBaHe Ha BanMCcBaWoOTO ycTpomcreo (xkaro 1,0,0)
# cdrecord dev=1,0,0 imagefile.iso

Linux

CbLUo M3nonseamnTe cdrecord Ha Linux KakTo e onncaHo no-rope. JOonb/HUTENHO € Bb3MOXHO Aa
nsnonseate ynctus ATAPI nHtepdeiic, KONTO ce HaMmpa C:

# cdrecord dev=ATAPI -scanbus

M 3annceaHe Ha CD/DVD kakTo no-rope.

KoHBepTtupaHe Ha Nero .nrg daiin B .iso

Nero npocto no6ass 300Kb header kbM HOpManHusa iso obpas. ToBa Moxe Aa 6bae ypeaeHo C
dd.
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— ba3sun gaHHn —
ﬂmwmﬂwm M Bb3CTaHOBsAABaHe
PesepBnMpaHeTo UM Bb3CTAHOBSIBAHETO Cce npaBaT C noTtpebutens pgsql wnu postgres.

Pe3sepBupaHe 1 Bb3CTaHOBABaHE Ha efHa 6a3a gaHHMK:

# pg dump --clean dbname > dbname sqgl.dump

# psql dbname < dbname sqgl.dump

Pe3sepBupaHe 1 Bb3CTaHOBABAHE Ha BCUYKKN 6a3u gaHHU mm_c.:Or_S._.mﬁ_IO :O._.Umms._.@._sv_
# pg_dumpall --clean > full.dump

# psql -f full.dump postgres

B TO3M criydyait Bb3CTAHOBSIBAHETO € CTapTUpaHo c 6asaTa AaHHM postgres, KoeTo e mo-gobpe
KoraTo ce mpesapexaa npasHa rpyna.

18.2 MySQL

NMpoMsiHa Ha mysql root nnu noTtpe6burtencka napona

MeTtog 1

# /etc/init.d/mysql stop

i

killall mysqgld

mysqgld --skip-grant-tables

mysgladmin -u root password 'newpasswd'
/etc/init.d/mysql start

B

MeTtog 2

# mysgl -u root mysqgl

mysql> UPDATE USER SET PASSWORD=PASSWORD ("newpassword") where user='root';

mysql> FLUSH PRIVILEGES; # lsnmonsBaiTe NOTPeOUTEJICKO MMe BMecTO "root"
mysgl> quit

Cb3paBaHe Ha noTpebuten n 6asa gaHHM

# mysgl -u root mysqgl

mysqgl> CREATE DATABASE bobdb;

mysqgl> GRANT ALL ON *.* TO 'bob'@'$' IDENTIFIED BY 'pwd'; # MsnosseanTe localhost BmMecTo %
# 3a orpaHmuaBaHe Ha HOCTBIA OO Mpexara

mysqgl> DROP DATABASE bobdb; # MarpuBa Gasza OaHHU

mysqgl> DROP USER bob; # lVsTpmBa norpebuTesn

mysgl> DELETE FROM mysql.user WHERE user='bob and host='hostname'; # AnT. xoMaHZa

mysql> FLUSH PRIVILEGES;

NMpepocraBsHe Ha oTagesievyeH AOCTbN

OTpaneyeHnst goCcTbn 0BMKHOBEHO € pa3pelleH 3a egHa 6a3a AaHHUM, a He 3a BcuukuTe. dannbT
/etc/my.cnf cbAbpxa IP agpeca, kbM KoiTo Aa ce cBbpxe. ObukHOBEHO TpsibBa Aa MaxHeTe
KOMeHTapa OT peaa bind-address =.

# mysgl -u root mysqgl

mysqgl> GRANT ALL ON bobdb.* TO bob@'xxx.xxx.xxx.xxx' IDENTIFIED BY 'PASSWORD';

mysql> REVOKE GRANT OPTION ON foo.* FROM bar@'xxX.XXxX.XXX.xXXx';
mysqgl> FLUSH PRIVILEGES; # MsnomzsanTe 'hostname' mym cwuo

1o
s

' 3a nBJIEH OOCTBII

PesepBa n Bb3CTaHOBsIBaHe

PesepBuepaHe 1 Bb3CTaHOBsIBaHE Ha efHa 6a3a AaHHU:

# mysgldump -u root -psecret --add-drop-database dbname > dbname_sqgl.dump
# mysgl -u root -psecret -D dbname < dbname_sql.dump
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— Mpexa —

3.12 Amnck npousBoautenHoctDisk performance

YeTeHe n 3anunceaHe Ha 1 GB daiin Ha aan ad4s3c (/home)

# time dd if=/dev/ad4s3c of=/dev/null bs=1024k count=1000
# time dd if=/dev/zero bs=1024k count=1000 of=/home/1Gb.file
# hdparm -tT /dev/hda # Camo 3a Linux

Pytupane (p14) | AonbnnntenHo IP (p15) | NpomsaHa Ha MAC (p15) | NMoptoee (p15) | Firewall
(p15) | IP MpenpawaHe (p16) | NAT (p16) | DNS (p16) | DHCP (p18) | Tpadwuk (p18) | QoS
(p19) | NIS (p20)

4.1 OTkpuBaHe Ha npo6nemun(Buxx cbwo AHanums Ha Tpaduka)
(page 18)

IlokaxM cTaTyca Ha Bpb3KaTa (Linux)

IIpoeepka Ha "media" mosero B FreeBSD

arp -a IIpoBepka Ha pyTep (miam xocT) ARP s3anuca (Bc. OS)
ping cb.vu IBPBOTO HEWO OeTOo HnpobBame. . .

traceroute cb.vu # Tokaxu ObTA Ha pyTuUpaHe OO OeCTMHaLMaTa
mii-diag -F 100baseTx-FD ethO0 # dopcmpanHe Ha 100Mbit Full duplex (Linux)
ifconfig fxp0 media 100baseTX mediaopt full-duplex # CwmoTo 3a FreeBSD
netstat -s # CucTeMHa CTAaTMCTMKA 3a BCUYKM MPEXOBM MPOTOKOJIN

mii-diag ethO
ifconfig fxpO0

+= #= W W

L i e s

4.2 PytTupaHe

NMoka3BaHe Ha PYTUHr Tabnuuyara

# route -n # Linux
# netstat -rn # Linux, BSD m UNIX
# route print # Windows

fo6aBsiHe U U3TPUBaHe Ha pyTupaHe

FreeBSD

# route add 212.117.0.0/16 192.168.1.1
# route delete 212.117.0.0/16
# route add default 192.168.1.1

[JobaBsHe Ha nepMaHeHTHO pyTupaHe B /etc/rc.conf

static_routes="myroute"
route myroute="-net 212.117.0.0/16 192.168.1.1"

Linux
# route add -net 192.168.20.0 netmask 255.255.255.0 gw 192.168.16.254

# ip route add 192.168.20.0/24 via 192.168.16.254 # cwBwWOTO C 1p pyTupaHe
# route add -net 192.168.20.0 netmask 255.255.255.0 dev ethO

# route add default gw 192.168.51.254

# ip route add default via 192.168.51.254 # cwBWOTO C 1p pyTupaHe
# route delete -net 192.168.20.0 netmask 255.255.255.0

Windows

# Route add 192.168.50.0 mask 255.255.255.0 192.168.51.253
# Route add 0.0.0.0 mask 0.0.0.0 192.168.51.254

M3non3eaii add -p 3a NepMaHEHTHO pyTUpPaHe.

14

— KoHBepTupaHe Ha Means —

CHMCBK C BCHUYKM HeoOxomummu OmubamoTexkyu 3a padora

IobaBsa MI'bT KBM 3aBUCHMMOCTUTE 3a CIOIEJIEHUTE CloIejieHuTe Or
FreeBSD

IIpoMeHNIMBaTa cjara BpPBb3Ka KBM IBTA OO OubOIMorexkara (NpAK I

ldd /usr/bin/rsync
ldconfig -n /path/to/libs/
ldconfig -m /path/to/libs/

#
#
#
LD LIBRARY PATH #

o

16 KoHBepTupaHe Ha Mmeausn

MoHsikora HSIKOW MPOCTO Ce HyXAae Aa KOHBepTMpa Buaeo, ayavo daiin unn AOKYMEHT B Apyr
dopmar.

16.1 TekcT KOAMpaHe

TeKCT KOAMPAHETO MOXe [a CTaHe Hamb/IHO MPeLHOo, 0CO6eHO KOoraTto e3MKa U3UCKBa CneuusnHu
CMMBOJIM KaTo aag. TKomaHaaTa iconv MOXE [a KOHBepTMpa OT efHa KoAWPOBKa B Apyra.

# iconv -f <from encoding> -t <to_encoding> <input file>
# iconv -f IS08859-1 -t UTF-8 -o file.input > file utf8
# iconv -1 # ComMcbK C MO3HATUTE HAGOPM OT KOOMPAHM CUMBOJIM

C onuusaTta -f, iconv we mM3non3sa NoKanHUS ImmOU OT CMMBOJIM, KOETO OBUKHOBEHO € DOmUm ako
AOKYMEHTa Ce noKasBa DO@Um.

16.2 Unix - DOS HOoBM pepnoBe

KoHBepTupaHe ot DOS (CR/LF) kbM Unix (LF) HoBu pepose B Unix wen. BMx cblwo dos2unix U
unix2dos aKO r'm nMmarte.

# sed 's/.$//' dosfile.txt > unixfile.txt

KoHBepTupaHe ot Unix kbM DOS HoBu pepoBe B Windows cpena. M3nonsean sed oT mingw unam
cygwin.

# sed -n p unixfile.txt > dosfile.txt

16.3 PDF kbM Jpeg n cbeauHABaHe Ha PDF dainnoBe

KoHBepTupaHe Ha PDF pokyMeHT c gs (GhostScript) B jpeg (Mnn png) msobpaxeHus 3a Bcsaka
cTpaHumua. CbLo Taka MHOro no-KpaTko C convert (0T ImageMagick nnu GraphicsMagick).

# gs -dBATCH -dNOPAUSE -sDEVICE=jpeg -rl50 -dTextAlphaBits=4 -dGraphicsAlphaBits=4 \
-dMaxStripSize=8192 -sOutputFile=unixtoolbox %d.jpg unixtoolbox.pdf

# convert unixtoolbox.pdf unixtoolbox-%03d.png

# convert *.jpeg images.pdf # CvsmaBa npocT PDF c BCHMUYKM M300paxeHMs

Ghostscript Moxe cbLyo 1 Aa 0beanHn HAkonko pdf dalina B eanH.

# gs -q -sPAPERSIZE=a4 -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=all.pdf \
filel.pdf file2.pdf # B Windows mznomssaiiTre '#' BMecTO '='

16.4 KonBepTtnpaHe Ha Buaeo

KomnpecupaHe Ha Canon digicam BMaeo ¢ mpeg4 Koaek 1 nonpassiHe Ha NOBPeAEeHMUs 3BYK.

# mencoder -o videoout.avi -oac mp3lame -ovc lavc -srate 11025 \
-channels 1 -af-adv force=1 -lameopts preset=medium -lavcopts \
vcodec=msmpegdv2:vbitrate=600 -mc 0 vidoein.AVI
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— Mpexa —
4.7 IP NpenpauwaHe 3a pyTupaHe

Linux

MpoBepka n BkAo4BaHe Ha IP npenpalwaHe c:

# cat /proc/sys/net/ipv4/ip forward # IpoBepka Ha IP mpenpamaHe 0=M3KJIOYEHO, l=BKJIOYEHO
# echo 1 > /proc/sys/net/ipv4/ip_ forward

or edit /etc/sysctl.conf with:

net.ipvéd.ip forward = 1

FreeBSD

ZUOmmU_Am 1 BKKOYBAHE C:

# sysctl net.inet.ip.forwarding

# sysctl net.inet.ip.forwarding=1

# sysctl net.inet.ip.fastforwarding=1
[lepmMaHeHTHO mobGasgHe B /etc/rc.conf:
gateway_enable="YES"

# TNpoeepka Ha IP npenpamaHe 0=M3KIIOYEHO, 1=BKIIOYEHO
# 3a mocBeTeH pyTep MM 3alMTHa CTEHa

# Hocraesne Ha YES ako xocTa me e gateway.

4.8 NAT - TpaHcnauma Ha MpexXXoOBU aapecH

Linux

# iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE # 3a axTuBupaHe Ha NAT

# iptables -t nat -A PREROUTING -p tcp -d 78.31.70.238 --dport 20022 -j DNAT \

--to 192.168.16.44:22 # NpenpamaHe Ha mopT 20022 k®BM BBTpemeH IP mopT Ha ssh
# iptables -t nat -A PREROUTING -p tcp -d 78.31.70.238 —--dport 993:995 -j DNAT \

--to 192.168.16.254:993:995 # IpemnpamaHe Ha mopToee B obxBara 993-995

# ip route flush cache

# iptables -L -t nat # INpomepka Ha NAT craryca

M3TpuBaHe Ha npenpawaHeTto ¢ -D BMecTo -A.

FreeBSD

# natd -s -m -u -dynamic -f /etc/natd.conf -n fxp0
Or edit /etc/rc.conf with:
firewall enable="YES"
firewall type="open"

IlocTaBsaMe YES 3a BKJKYBaAHE Ha 3allMTHaTa CTeHa
Tun sammMTHa cTeHa (Bmwx /etc/rc.firewall)
natd_enable="YES" BxyouBaHe Ha natd (axo firewall enable == YES).
natd_interface="tun0" IIy6nnuyeH mHTepderic umnm IP ampec 3a M3MOJI3BAHE.
natd flags="-s -m -u -dynamic -f /etc/natd.conf"

#
#
#
#

MpenpalyaHe Ha nopToBe:

# cat /etc/natd.conf

same_ports yes

use_sockets yes

unregistered only

# redirect port tcp insideIP:2300-2399 3300-3399 # obxBaT Ha MnopToBeTe
redirect_port udp 192.168.51.103:7777 7777

4.9 DNS

B Unix DNS 3anucute ca BanuvaHM 3a BCUYKM UHTepdencn n ce onuceaTt B /etc/resolv.conf.
[loMeiHBbT, B KOWTO XOCTBLT TpsibBa Aa ce HamMupa CbLIO ce onucea B To3u dain. MuHMManHaTa
KOH(pUrypauus e:
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Scree

— [lonesHn KoMaHan —

n koMmaHau (B screen)

Bcuukun screen komaHam 3anoysat ¢ Ctrl-a.

Screen

Ctrl-a ? nomow, 1 o606LieHme Ha DyHKUUUTE

Ctrl-a c cb3gaBa HoB npo3opey, (TepMuHan)

Ctrl-a Ctrl-n and Ctrl-a Ctrl-p npeBk/nouBa KbM cneasawusa Unn NpeauLHUs nposopes
B CNMCbKa, No HOMep.

Ctrl-a CtrI-N kbaneto N e uncno ot 0 Ao 9, 3a npeBkNOYBaHe KbM CbOTBETCTBALUMUA
nposopeu,.

Ctrl-a " 3a nonlyyaBaHe Ha ynpaBJ/isieM CNUCBbK C paboTewwmTe npo3opum

Ctrl-a a 3a nsuncreaHe Ha nponycHat Ctrl-a

Ctrl-a Ctrl-d 3a npekbcBaHe M HanyckaHe Ha cecusTa paboTella BbB PoHa

Ctrl-a x 3akniouBa screen TepMMHana c napona

cecusiTa e NpekbCHaTa, KoraTo nporpamarta B paboTelims TepMUHan e 3aTBOpeHa U Bue

n3neseTe oT TepMnHana.

14.7

Hsakoun

find
find
find
find
find
find
find

E O i I T

find
find
find
find
find
find

EE T S

Find

BaXHW ONUMUKU:
-x (Ha BSD) -xdev (Ha Linux) OcTaBa Ha cbuwaTa ¢dannosa cucrtema (dev B fstab).

-exec cmd {} \; M3nbHsABa KOMaHaa v 3aMeHs {} C MbAHS NbT

—iname KaTo -name, HO ce Bause oT cnyyas
-1s MNMoka3Ba nHdopmauns 3a darna (kato Is -la)
-size n ne+-n(kMGTP)
-cmin n CraTtyca Ha daina bewe NpoMeHeH Npean N MUHYTU.
. —type f ! -perm -444 # Hamupa oGaityioBe, KOMTO HeMOTaT Oa OBbOAT YEeTEeHM OT BCEKM.
. ~type d ! -perm -111 # HamMupa IMPEeKTOpMM, KOUTO HEe Ca HOOCTBIHM 3a BCUUKMU.
/home/user/ -cmin 10 -print # dalsioBe cb3mameHM WIM NPOMeHeHM B nociyenuure 10 MuHYyTH.
. -name '*.[ch]' | xargs grep -E 'expr' # Tepcu 'expr' B TasM OMPEKTOPMS U CJI€OBALMTE II0OI
/ -name "*.core" | xargs rm # Hammpa core QEB@mH ¥ I U3TPpUBA
/ -name "*.core" -print -exec rm {} \; # Other syntax
. \( —-name "*.png" -o -name "*.jpg" \) -print
# iname is not case sensitive
. \( -iname "*.png" -o -iname "*.jpg" \) -print -exec tar -rf images.tar {} \;
. —~type f -name "*.txt" ! -name README.txt -print # Exclude README.txt files
/var/ -size +1M -exec 1ls -1lh {} \;

/var/ -size +1M -1s
. -size +10M -size -50M -print
/usr/ports/ -name work -type d -print -exec rm -rf {} \; # Clean the ports

# This is simpler

Find files with SUID; those file have to be kept secure

# find

! core

/ -type f -user root -perm -4000 -exec 1ls -1 {} \;

dump - e CHMMKa Ha npeKbCHaT Mpouec 3anucaH npu AebbreaHe. OCHOBHUA dain e

Ccb3flafeH MoA WUMETO core B HacTosllaTa AMPEKTOpUS Ha Mpoueca, KoraTto HSKOe HEeTUMNUYHO
cbbUTME e NpuMunHaTa 3a NPEeKbCBAHETO My.

14.8 Pa3Hu

# which command # TMokasBa MBJIHMA BT 3a KOMAHIA

# time command # TMokas3Ba KOJIKO BpeMe € HeOOXOOMMO 3a M3IbJIeHME

# time cat # UsnomsBa time xaTo xpoHoMeTwsp. Ctrl-c 3a NpekbCBaHE

# set | grep SUSER # Comcvk C HacrTosmara cpena

# cal -3 # [oxas3Ba TpMMeCeYeH KaJleHOap

# date [-u|--utc|--universal] [MMDDhhmm[[CC]YY][.ss]]

# date 10022155 # BamaBa marTa M 4yac

# whatis grep # NoxasBa kpaTka MHbopMaLms 3a KOMaHOA MM OyMa

# whereis java # TeppCM OBT M CTAHOAPTHM OMPEKTOPMM 3a IOyMa

# setenv varname value # BamaBa npoMeHIMBa 3a cpemara varname kbM value (csh/tcsh)
# export varname="value" # Bamasa npoMeHNMBa 3a cperara varname kweM value (sh/ksh/bacs
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— Mpexa —

4.10 DHCP

Linux
Hakon amctpnbyuumn (SuSE) nanonseat dhcpcd kaTo knueHT. WHTepdarica no nogpasbupaHe e
ethO.

# dhcpcd -n ethO
# dhcpcd -k ethO

# IpemnuzsBuxkBa OOHOBSBAHE
# ocBobOOXImaBaHEe M M3KJOYBaHE

O6xBaTa c nbnHaTa uHdbopmaumsa ce Hammpa B:
/var/lib/dhcpcd/dhcpcd-eth0.info

FreeBSD

FreeBSD (u Debian) usnonseat dhclient. 3a koHdurypaumsa Ha uHTepdenc (Hanpumep bge0)
cTapTupanTe:

# dhclient bge0

ObxBaTa ¢ Nb/iHaTa UHMOpMaLUS Cce Hamupa B:

/var/db/dhclient.leases.bgel

M3nonsBanTe

/etc/dhclient.conf

3a HaCTpoWKa Ha onuMUTe UKW NOCTaBsHE Ha ApYrn onuuu:

# cat /etc/dhclient.conf

interface "rlO" {
prepend domain-name-servers 127.0.0.1;
default domain-name "sleepyowl.net";
supersede domain-name "sleepyowl.net";

Windows

dhcp ob6xBaTa Moxe aa 6bae 06HOBEH C ipconfig:

# ipconfig /renew # oOHOBsiBaHe Ha BCUYKM amanTepu
# ipconfig /renew LAN # oOHOBsBaHe Ha aganrepa "LAN"
# ipconfig /release WLAN # ocBoboxnmaBaHe Ha anmanrepa "WLAN"

[a, nobpa naes e ga cm nMeHyBaTte agantepa c NpocTo ume!

4.11 AHanu3 Ha Tpaduka

Bmon? e ManbK KOH30/1eH MOHMTOP Ha NleHTaTa M MOXe Aa MoKasBa MoToKa Npes3 pasfnyHute
nHTepdencu.

CHud¢d/noacnywsaHe c tcpdump

# tcpdump -nl -i bge0 not port ssh and src \(192.168.16.121 or 192.168.16.54\)

# tcpdump -1 > dump && tail -f dump # BybepupaH msxon

# tcpdump -i rl0 -w traffic.rlO # BanucBaHe Ha Tpadmka B OuHapeH Qanin

# tcpdump -r traffic.rlO # UereHe oT ¢ansn (cwvumo 3a ethereal

# tcpdump port 80 # JIIBe KJIACMYECKM KOMaHIU

# tcpdump host google.com

# tcpdump -i eth0 -X port \ (110 or 143\) # IlpoBepka Hany Pop WM imap ca CUIYypHMU
# tcpdump -n -i ethO icmp # BammcBaHe caMo Ha ping

# tcpdump -i ethO0 -s 0 -A port 80 | grep GET # -s 0 Ba nwyeH nmakeT -A 3a ASCII

Ouwe BaXHW onuun:

2.http://people.suug.ch/~tgr/bmon/
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14.4 tar

KomaHpaTa tar (tape apxuB) cb3fjaBa M M3BAW4Ya aBXMBM OT (alinoBe U AUPEKTOPUU. APXUBBT
.tar He e KoMnpecupaH, KoMNpecupaH apxvs MMa paslupeHuneTo .tgz wnm .tar.gz (zip) wam .tbz
(bzip2). He wu3non3BaliTe nbjieH NbT KOrato Cb3gaBaTe apxuB, BEPOSTHO MWcKkaTe na ro
pa3sapxusupaTe B Apyrage. HaKkou nonesHu KomaHam ca:

Cb3paBaHe

# cd /

# tar -cf home.tar home/ # apxuBupa usanarta /home nupekTopms (C 3a cb3maBaHe)
# tar -czf home.tgz home/ # cemoTo cBC zip kKoMHOpecus

# tar -cjf home.tbz home/ # cemoTo c bzip2 xomnpecwus

Camo BMbKBa efiHa (MM ABE) AMPEKTOpUM OT AbPBO, HO 3ana3Ba OTHOCUTENHaTa CTpyKTypa. 3a
npumepeH apxuse /usr/local/etc n /usr/local/www n nbpBaTa AMpPEKTOpPMS B apxuBa Tpsbea aa
6bae local/.

# tar -C /usr -czf local.tgz local/etc local/www

# tar -C /usr -xzf local.tgz # 3a paszapxmuBMpaHe JIOKaJIHATA OUPEKTOpuUsS B /usr

# cd /usr; tar -xzf local.tgz # e CBUWOTO KAaTO T'OPHOTO

PasapxuBupaHe

# tar -tzf home.tgz # noryexzma B apxmBa 6e3 Ia I'O pasapxuBupa (CIMCBHK)
# tar -xf home.tar # pasapxmMBMpa apxmBa TyK (X 3a pasapxuBMpaHe)

# tar -xzf home.tgz # cemoTO CBC zip KoMHOpecus

# tar -xjf home.tgz # cemoTo c bzip2 xomnpecus

# tar -xjf home.tgz home/colin/file.txt # BB3CTaHOBsABA OTHEJNIeH Odaiin

Mo-pa3wupeHo

# tar ¢ dir/ | gzip | ssh user@remote 'dd of=dir.tgz' # apxusBmpa dir/ m 3anmmcBa OTHAJEYEHO.
# tar cvf - “find . -print’ > backup.tar # apxmBMpa HacTOsmaTa OUPEKTOPMUS .

# tar -cf - -C /etc . | tar xpf - -C /backup/etc # Kommpa mmpexkTopum

# tar -cf - -C /etc . | ssh user@remote tar xpf - -C /backup/etc # OTmajiedeHO KONMpaHe.
# tar -czf home.tgz --exclude '*.o' --exclude 'tmp/' home/

14.5 dd

MporpamaTta dd (disk dump) ce nsnonsea 3a KoNupaHe Ha ASN0BE U ANCKOBE M 3@ ApPYrY TPUKOBE
C KonupaHe. TUNUYHO U3MoN3BaHe:

# dd if=<source> of=<target> bs=<byte size> conv=<conversion>

BaXXHW onuMM Npu KOHBEpPTUpPaHe:

notrunc He oTpsA3Ba KpawHus dalin, BCUYKKN HYNW LWe 6baaT 3anmMcaHun KaTto Hyau.
noerror npoab/XkaBa cnej nNpoynTaHe Ha rpawku (H.np. nowu 610koBe)
sync nonbsiBa BCekn Bxoasw, 610k ¢ Hynn go ibs-pasmep

Mo noagpasbupaHe 6anT-pasmepa e 512 (eamH 6nok). MBR, kbaeto TabnuuaTta Ha asna ce
Hamupa, e BbB NMbpBUs 610K, MbpBuTe 63 610Ka OT Ancka ca npasHu. Mo-ronemn 6anT-pasmepu
ce Konupat no-6bp30, HO M3UCKBAT NOBeYe NnamerT.

PesepBa u Bb3BpbljaHe

dd if=/dev/hda of=/dev/hdc bs=16065b # xommpa IOMCK B IOUCK (CBC CBUMS pasMep)

dd if=/dev/sda7 of /home/root.img bs=4096 conv=notrunc,noerror # pesepsea /

dd if /home/root.img of=/dev/sda7 bs=4096 conv=notrunc,noerror # BB3BpBUaHe /

dd bs=1M if=/dev/ad4s3e | gzip -c > ad4s3e.gz # apxuBupaHe uUpes3 Zip Ha pes3epB:
gunzip -dc ad4s3e.gz | dd of=/dev/ad0s3e bs=1M # BB3CTaHOBABaHe Ha zip

L
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— Mpexa —
QoS/KauecTtBO Ha ycayraTta

Linux

MpuopuTesnpaHe Ha onawkaTta € tc 3a onTuMmsaumsa Ha VoIP. MNbaHMS npuMmep Moxe Aa ce Buamn
Ha voip-info.org nnn www.howtoforge.com. Npeanonara ce, 4ye VoIP nsnonsea udp Ha nopTtoBe
10000:11024 wn yctponctBo ethO (Moxe pa 6bae w ppp0 wnm so). Cneapawmte KoMaHau
nedunHupaTt QoS B Tpu onawku n npuHyxaasaT VoIP Tpaduka B onawka 1 ¢ QoS 0Oxle (BCUYKM
6uTtoBe ca BaurHaTtu). Tpaduka no nogpasbupaHe Teye B onawka 3 n QoS Minimize-Delay Teue
B onaluka 2.

# tc gdisc add dev eth0 root handle 1: prio priomap 2 2 2 22 2 2211111110

# tc gdisc add dev eth0 parent 1:1 handle 10: sfqg

# tc gdisc add dev eth0 parent 1:2 handle 20: sfqg

# tc gdisc add dev eth0 parent 1:3 handle 30: sfqg

# tc filter add dev eth0O protocol ip parent 1: prio 1 u32 \
match ip dport 10000 0x3C00 flowid 1:1 # mMBnoy3Ba CBLPBBPHMSA OOXBAT IOPTOBE
match ip dst 123.23.0.1 flowid 1:1 # nnn/v wsnonsea CcepBBPHUS IP

CraTycC u npemaxBsaHe C

E'S

# tc -s gdisc 1ls dev eth0 CTaTyC Ha olamkaTa
# tc gdisc del dev eth0 root # msTpMBaHe Ha BCUMYKM QOS

KankynupaHe Ha obxBaTta nopToBe M Macka

tc puntbpa fnedumHUpa ob6xBaT NOpTOBE C NOPT U Macka, KouTo Tpabea Aa usumcnute. Hamepete
2”~N kpasi Ha Habopa nopToBe, HamasneTe ¢ Habopa n koHBepTupanTte B HEX. ToBa e mackara.
Mpumep 3a 10000 -> 11024, Habopa e 1024.

# 2713 (8192) < 10000 < 2714 (16384)
# echo "obase=16; (2714)-1024" | bc

# xpasaT e 2714 = 16384
# mMackara e 0x3C00

FreeBSD

MakcumanHaTa neHTa Ha Bpb3kaTta e 500Kbit/s u peduHuMpame Tpu onawku C NpUOpUTETU
100:10:1 3a VoIP:ssh:Bcnuko octaHano.

# ipfw pipe 1 config bw 500Kbit/s

# ipfw queue 1 config pipe 1 weight 100

# ipfw queue 2 config pipe 1 weight 10

# ipfw queue 3 config pipe 1 weight 1

# ipfw add 10 queue 1 proto udp dst-port 10000-11024

# ipfw add 11 queue 1 proto udp dst-ip 123.23.0.1 # wmuu/m mM3noa3BaHe Ha CBHPBBPEH IP
# ipfw add 20 queue 2 dsp-port ssh

# ipfw add 30 queue 3 from me to any # BCMYKO OCTaHAaJOo

CraTyC 1 usTpmBaHe c

# ipfw list # craryc Ha mOpaBmiIaTa

# ipfw pipe list # craryc Ha moToka

# ipfw flush # MBTpPMBaHEe Ha BCMUYKM [IpaBuMjla OCBEH IO IoIpasbr

4.13 NIS Ae6breBaHe

Hsakol koMaHam kouTo 6uxa paboTunm Ha nobpe KoHdurypmpaH NIS kKnuneHT:

# ypwhich # mokxasBa mMeTO Ha NIS KBM KOMTO MMa BpB3Ka
# domainname # NIS moMeMH MMETO IO KOHOMIypaums

# ypcat group # nmokasBa Tpymnara oT NIS cvpBBPa

# cd /var/yp && make # IocTposiBa HAHOBO yp OasaTa IOaHHU

Pabotn nu ypbind?

# ps auxww | grep ypbind

/usr/sbin/ypbind -s -m -S servernamel, servername2
/usr/sbin/ypbind # Linux

# yppoll passwd.byname

# FreeBSD

20

— [lonesHn KoMaHan —

# htpasswd -c /etc/svn-passwd userl # -c cb3maBa odanna

lpumepeH svn.acl 3@ KOHTPOJ Ha AOCTbra

# Default it read access. "* =" would be default no access
[/1

* = r

[groups]

projectl-developers = joe, jack, jane

# Give write access to the developers

[projectl:]

@projectl-developers = rw

13.2 SVN KkoMaHAM M nanosid3BaHe

BuxTe cbulo Subversion Quick Reference Card!®., Tortoise SVN!!' e no6bp uHTepdeic 3a
Windows.

BMbkBaHe

HoB npoekT, KOWTO e aupekTopusi ¢ dansoBe ce BMbKBa B XPaHWIMLLETO C KOMaHAaTa import.
Import cbLo ce n3nonsea u 3a AobaBsiHe Ha CbAbpXaHWE KbM CbLLECTBYBaLL NPOEKT.
# svn help import # Iomom 3a BCsAKa KOMaHOa

# IobaBs HOBa IMpeKTOpMs (CBC CbOBPXAHME) B SIC IMPEeKTOpMsTa Ha projectl
# svn import /projectl/newdir http://host.url/svn/projectl/trunk/src -m 'add newdir'

CtanpaptHm SVN komaHAaM

# svn co http://host.url/svn/projectl/trunk # VsHacsaHe Ha nocjienHaTa BepCcus

# ETuxkeTn u PasKIJIOHEHMA Ca Cbhb3INaleHM IIPpUM KONMPaHeTO

# svn mkdir http://host.url/svn/projectl/tags/ # Cv3maBa tags mupexkToOpMsaTa

# svn copy -m "Tag rcl rel." http://host.url/svn/projectl/trunk \
http://host.url/svn/projectl/tags/1.0rcl

# svn status [--verbose] # IpoBepsBa craryca Ha OanioBeTe B paboTHaTa OWUf

# svn add src/file.h src/file.cpp # IobaBs mBa OQaiia

# svn commit -m 'Added new class file' # NybnukyBa NPOMEHMTE CBC CBOOLEHUEe

# svn ls http://host.url/svn/projectl/tags/ # COMCBK CBC BCUYKM E€TUKETU

# svn move foo.c bar.c # IpeMmecTBa (mpemmeHyBa) Ganiose

# svn delete some_old file # VzTpusa QaitoBe

14 MonesHn KOMaHAM

less (p37) | vi (p38) | mail (p38) | tar (p39) | dd (p39) | screen (p40) | find (p41l) | Pa3uu
(p41)

14.1 less

KomaHpaTa less nNokasBa TEKCTOB AOKYMEHT B KOH30/1aTa. Hann4yHa e Ha noBeYeTo MHCTanauum.
# less unixtoolbox.xhtml

Hsikon BaxHu komaHam ca (N ctom 3a [control]-[N]):

hH nobpa nomouy Ha ekpaHa
f ~F ~V SPACE Hanpepn ¢ eanH nposoped (3a N peaa).
b AB ESC-v Haszaa ¢ eanH npo3sopel (3a N peaga).

F Hanpepn 3aBuHaru; kaTo "tail -f".
/pattern Topcu Hanpepa 3a (N-Tus) cboTBeTCTBALL pea.

10.http://www.cs.put.poznan.pl/csobaniec/Papers/svn-refcard.pdf
11.http://tortoisesvn.tigris.org
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— SSH SCP —

# cd ~/.ssh
# ssh-keygen -i -f puttykey.pub >> authorized keys2

e [locoyBame MSACTOTO Ha YaCTHUSA K/OY B HacTporikuTe Ha putty : Connection - SSH - Auth

5.2 NpoBepka Ha onTevYaTbk

Mpu MbpBU NOrKH, ssh e nNuTa Aann Heno3HaT XOCT Ype3 HeroBusi oTneyaTbk Aa 6bae 3anucaH
KbM no3HaTuTe XocTtoBe. 3a wu3bareaHe 4oBek-no-cpegata (man-in-the-middle) ataka
aZlMMHUCTpaTopa Ha CbpBbpa MOe Aa BM M3MpaTu OoTnevaTbka Ha CbpBbpa, KOWTO Aa CpaBHUTE
npu MbpBU NTOMNH. M3non3BanTe ssh-keygen -1 Aa nosyyuTe oTnevaTbK (Ha CbpBbpa):

# ssh-keygen -1 -f /etc/ssh/ssh_host_rsa_key.pub # 3a RSA xumoy

2048 61:33:be:9%:ae:6c:36:31:£d:83:98:07:99:2d:9f:cd /etc/ssh/ssh _host_rsa key.pub

# ssh-keygen -1 -f /etc/ssh/ssh_host_dsa_key.pub # 3a DSA kumou (nompasbupaHe)
2048 14:4a:2a:d9:73:25:46:6d:0a:48:35:¢c7:f4:16:d4:ee /etc/ssh/ssh host dsa key.pub

Cera k/MeHTa CBbp3Ball Ce KbM TO3M CbPBbp MOXE Aa NPOBEpPU 4Ye ce CBbpP3Ba KbM MpaBUIHUS
CbpBbp:

# ssh linda

The authenticity of host 'linda (192.168.16.54)' can't be established.

DSA key fingerprint is 14:4a:aa:d9:73:25:46:6d:0a:48:35:c7:f4:16:d4:ee.

Are you sure you want to continue connecting (yes/no)? yes

5.3 CurypeH TpaHcdep Ha dannoBe

HAKOM MPOCT KOMaHaM:
# scp file.txt host-two:/tmp

# scp joe@host-two:/www/*.html /www/tmp
# scp -r joe@host-two:/www /www/tmp

B Konqueror nnan Midnight Commander e Bb3MOXHO Aa ce AOCTUrHe oTaanedyeHa dannosa
cuctema c agpec fish:/ /user@gate. Ob6aue ckopocTTa € MHOro HuCKa.

OcBeH TOBa e Bb3MOXHO Aa Ce MOHTUpa oTaanedvyeHa avpekopus cbe sshfs, knneHT 3a dalinosa
cuctema, 6asupaH Ha SCP. BuxTe fuse sshfs®.

5.4 TyHenupaHe

SSH TyHenupaHeTo No3BOssiBa Aa U3NpaTUM WKW peBEPCUBHO M3MNpaTUM NOpT npe3 SSH Bpb3ka,
Mo TO3N Ha4ynH me54mmmv_Ks ._._Umnvsxm n bon._xv_u_mm—,\\_x_\_ noprtoee, O:O_A_\__UWIS MHaye. ToBa _Ummo._._\_
camo noa TCP. OCHOBHMS HauuMH 3a u3npawaHe n pesepc e (Bux cbwossh n NAT npumep):

# ssh -L localport:desthost:destport user@gate # xocT-mecTmMHALMS BUAOSH OT Ieira

# ssh -R destport:desthost:localport user@gate # m3mnpama Bamms JIOKAJIEH NIOPT KBM OECTMHALMS
# ssh -X user@Qgate # dopcupaHe Ha X mM3NOpamaHe

ToBa LWe Ce CBbpXe KbM rerMta M wWe u3npatyv nokaneH nopt KbM xocTa desthost:destport.
3abenexeTte desthost e xocTa aecTvHauusa BuASH OTKbM resita, Taka Ye ako Bpb3KaTa € KbM
renTa, To desthost e localhost. Moxe aa ce uanpatn noseye oT eaAnH NOPT.

AVpPeKTHO u3npauaHe KbM reira

[Ja kaxeM uckame goctbn o CVS (port 2401) mn http (port 80) paboTtewwm Ha rerita. ToBa e
Han-npocTt npumep, desthost e cneposaTtenHo localhost, n mn3anonssame nopt 8080 nokanHo
BmecTo 80 Taka 4ye HeAMa Hyxaa Aa cMe root. Cneg kaTo ssh cecnsita e oTBOpeHa, U ABETE YCNyru
Ca AOCTbMHU Ha NIOKaJHUTE NOPTOBE.

# ssh -L 2401:localhost:2401 -L 8080:1localhost:80 user@gate

5.http://fuse.sourceforge.net/sshfs.html
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CVS password:
# cvs checkout MyProject/src

12.4 CVS KkOMaHAM M U3nosi3BaHe

BHacsiHe

KoMmaHgaTta import ce nsnonsea 3a AobaBsHe Ha usna aAvpekTopus, TpsabsBa Aa 6bae cTapTMpaHa
OT AMpeKTopusiTa KosATO We 6bae BHeceHa. [a pedeM gupekTtopusita /devel/ cbabpXa BCUYKM
dainose n NoaANpPeEKTOpUMU, KOUTO Aa 6baaTt BHeceHu. MimeTo Ha ampekTopusaTa B CVS (MoaynbT)
we 6bae HapeyeHa "myapp".

# cvs import [options] directory-name vendor-tag release-tag

# cd /devel # Tpsabea ma ©bOe B NpoekTa, 3a na ObIe BHECEH

# cvs import myapp Company R1 0 # Release tag Moxe ma ©bOe BCMYKO B eOHa OyMa

Cnepn BpeMe 6ewe gobaBeHa HoBa AnpekTopus "/devel/tools/" n Tpabea cbwo Aa 6bae BHeceHa.

# cd /devel/tools
# cvs import myapp/tools Company R1 0

NU3HacsAAHe o6HOBsABaHe fo6aBssHEe U3NbJIHEHUE

cvs co myapp/tools # lle m3Hece camo IupekTOpMATa tools

cvs co -r R1_1 myapp # V3Haca myapp BBB Bepcua R1 1 (3aneneHo e)

cvs -q -d update -P # TunmuHo CVS oOGHOBSBaHE

cvs update -A # IompaBs BCekM 3ajlellHaj eTuKeT (MM marTa, ONLMsa)
# IobaBs HOB Oann
# IobaBs HOB MBNBIHMM Qani
# lpemaBa caMo NocCyemHMTe OBa OQaiia

# IlpemaBa BCMYKM HalpaBeHM NPOMEHM CBC CBHOOLEHME

cvs add newfile

cvs add -kb newfile

cvs commit filel file2
cvs commit -m "cwobmenme"

oSt e e e e

Cb3paBaHe Ha Kpbhnka

Hari-pobpe e pa cb3gagetre M MpunoxuTe Kpbhka OT paboTHata paspaboTBalia AMpeKTopus
CBbp3aHa C npoekTa, Uan oT camaTa AMPEKTOPMS CbAbpiKalla U3TOYHMKA.

# cd /devel/project

# diff -Naur olddir newdir > patchfile # Cb3maBa KpBIKa OT IMPEKTOPMs umim dait

# diff -Naur oldfile newfile > patchfile

MpunaraHe Ha Kpbnka

lMoHsikora e Imomxoh_\:(_o Aa CcBa/nTe HMBOTO Ha AUPEKTOPUA OT KpbhnKaTa, B 3aBUCUMOCT OT TOBa
KakK e bun cb3pageH. B cnyyain Ha TpyaHOCTU, NPOCTO NorneAHeTe MbpBUTE peAoBe Ha KpbhnkaTa
n onutanTte -p0, -pl nnm -p2.

cd /devel/project

patch --dry-run -p0 < patchfile # TecTBalTe KpbIKaTa 0e3 ma ObOe NpuiaraHa

patch -p0 < patchfile
patch -pl < patchfile

13 SVN

HacTpoiika Ha cbpBbp (p36) | SVN+SSH (p36) | SVN npe3 http (p36) | SVN usnonssaHe (p37)

I

# CMBKBa 1-BOTO HMBO OT KpPBIKATA

Subversion (SVN)® e cuctema 3a KOHTpONMpaHe Ha BepcusiTa, Cb3jajeHa Aa 6bAe 3aMeCTHUKBLT
Ha CVS (Cuctema 3a KOHKypeHTHW Bepcuu). KoHuenTbT e nogobeH Ha CVS, HO MHoOro
HEeAoCTaTbLUM Ca U3UNCTEHN. BuxTe cblwo SVN kHurata®.

8.http://subversion.tigris.org/
9.http://svnbook.red-bean.com/en/1.4/

35



€¢

93ebpIasn (006G:ISOYTEOOT:006GT ¥- USS #

IBLYD1 WA UIMI[D BLHIULA BH "1YN TeE
HaUALD0T arag e eagrdl 006G Ldou BH MEmMALD DJNA 290 LHIUL SMOPUIM Wuxououradu eff

LVN Te€ DNA wax saHedgedas)
27 PIHIUUN <- ZZ0Z:IUDI <- ZZ(OE:HIURIOL # ]soytreooTpuTwpe zz0oe d- yss #
129D J3SN||D BLHIUL WX OHLYDAWT 9xdda8d 90 el axow edoredionHUWIe 19D

720Z:eiyed MWLM zz(f sHomI emeduem 4 91ebpuTwpe ZZ0Z:3ISOYTROOT:ZZ0E T- USS #

:(BLMD] WA BLDOX 10) UIWPReID BLHIUL BH

Zz0z:eIysI WA gz oHomI emeduem 23ebpIesn zz:3soyleooT:zz0Z ¥- USS #

1(BLMaI WA BM0D0U 10) J3SN||D BLHAUL BH

"BWUITOXQOBH 9

9H SH0dABMI]RD) BLEUTILO ‘OHLEMOL HRHEELOLEN © BLMD1 OLRY TaUD "BlUal BH ZZ(07 SWRHELOLE
‘$Z0T dowOoH TeH D eiyal BH 91990LdouU OleMOT ‘OTAMMH U4ld0T 1004 10 PIKAH SLEWBH
'PYSS 290 Xnuiq O 1sioged M yss D eLydl 9 leenua e LeloWw eiedtd M ‘(BUNEHWLOST) Jasni|d
BLHOULN D 2xdaad 90 e eagydL UlWpe|[D BLHAIUL U 1Yad | YN TeE 8D BLHAULM egl WoHDAUOY eff

1LVN Ye€ elHauUL edad eH aHedsdas)

¢ouaddaLHum
BUHLRAQO BH © WU OHDKOILUMEM ,SHIOMIDN JOSOUDI 404 Bulieys Jajulld pue 3|4, SI e
*,SIS0Y J3Y30 WoJy suoi3dauuod jdaocoe syiod |eJ07, BILOWLO LiMaeldou el eaged] e
¢ 6ET T'T'T°0T 39U[93 90 Ui eaedqaa) e
6ET:T'T'T'OT UUM 6ET:0°0°0°0 oLXMNgG fue- Je3sidu :aLagordou ed Ul nHaLeduE) o
:nioged oH oMy

bngag

"88ECIT' T'T'0T W LOLMIST HohaLew1o U T' T T 0T\\
D OLlOHBLATOUD qWsS WA awegeddagd 91 el1d) -uiogedee er ee weduiderdad er JMydgsdl
"SHJI0MIDN
POSO0.IN 10} Buleys Jajulld pue 3|4 3|gesiq # "SYJ0MISN HOSOIDIA J0) JudlD 3|qeul] # e
"dI/dDL 19A0 SOIGISN 3[gesi@ :dn300T SISOHIWT d|qeul ‘SNIM<-padueApe e
"1yal
€99 ‘0°'GGZ'GGT'SGZ BYoewW T°'T°T°0T og1onodidA oaumued eH dade d1 sawedudAlndHO) e
193depy »oeqdoon
POSOIDIN * JJOSOUDIN # Sia3depe YIOMISN # 30919S Ajjenuew I Jeyl alempiey ayj ||BISUl # e
‘(sedX Wax) 901A9p 2Jempldey mau e
ppY # P2109uUu0d Apeadie S| 9JemMpleH ‘SOA # 9JemMpleH ppy<-|dued |0JJU0D<-WIISAS # e
T'TT°0T 290 ouaddalHm HaLedQo awederedd el1d)
*9)da.8d 92 BT 9XOW SHELRTOUD OHhMHUTS OWRD ‘MdadTe mihmMdg Wad egedadd 92
9T Wo02'yss oLed Fau) *,AJU0 SUOIIDBUUO0D |BDO| MO||Y, DLIhOIUNEN ‘BLHIMLM WO YSS 29D e
*amaLoged A3and owed ‘000z SMOPUIM BH "LRHAL 1 291010dLDA NGOLMUTT 0FLIDKOXKHW
leTeead 92 BT © OHXOWedg '6ET:T'T'T'0T=MH0od 204n0S amwesaeswouen Apnd 29D e
*T'T°'T°0T dI HaueALdna swesgsrouen e edowmndu eg "Q8EE awedungemn
dh eMeL ‘69cE Ldou eH emALD onad (LOLMISY HOhaLBTLO) day BUHLEXOoU MdleleH *dadie MeoL
€9du oHeedda8d a7aQ OIM OLIHBLRTOUD qus ‘eudHAL ee dadre dI 90H O 09.10K0dLdA OHueArdua
090H WoFeTedd e eagudL BE0OL BE ‘OHUBITOLD OHLEMOL W OMID SWEWM BT 9 OHXOWEQg
'6ET Ldou eH emALD SHELRITOLD OLOHLBYOLOLOIMRE ‘OHDROILNEN D SHELRTOLD
OLOHUBMOL 03B OWed OH ‘\T'0°0°ZZT\\ O OHSUILOOY aag T 9XOW PBI9D OLIHBLITOUD quis

93ebpIosSn G8EE:IDATIISAWS:88EE T- GET:IDAISSAWS:GET T- YSS #

*edqaadqad o LOLMIDT HOhILRITLO U SHKLRTOLD
qwis OF uU49Ld0T swewun et eaged] "yss EWBH M Lyal Tee o daaddd quus SMOpuUIpy Waxex eff

daadad ndora wax sHemedusun UOLIIDY HOhALETLO U SOIqIDN

— dJS HSS —

123

SAD/TRO0T/ISN/TQFZ:ISOYTROOTPUTTOD:: I8aTasd: 01 uT butbboT
uTtboT sad 4
SAD/TeDO0T/ISN/:1SOYTROOTHUITOD: I9ATasd: TOOUSAD AUSISS #

1Z uam eH

SAD PH SHeIMIOOT ee (Aemajeb) eaxedd edewousy # Aemo3ebPUTTOD TOpZ:IDAISS SAD:TOHPZT- USS #
:mry cedagded SAD WL OHaMaduIr oHegedad) # ISAISS SADPUITOD TOPZ:3ISOUTROOT:TOPZT- USS #

1T UM BeH

*OHLeMou nioged
90 OLeJOM OoLieM OHURWAOH SAD awedewouen wam sudola eH -eiedeada sAd awemeduadu-itdou
M yss 290 edagddad SAD WAM awegedd8d 90 uam lsmadau g -euam edr Leagsdl WMH eE0L eE

SAD k€ sHeduuwaHAL HSS €°CT

109[0adAK 3INOMOSYD SAD #

SAD/TeD0T/ISN/:HGZ 06 89T Z6TUTTOO : I9aTasd: JOOMSAD AUSISS #

pz00978

108[0a1dA 3INOYO9YD SAD/TEOOT/ISN/:yGZ 0G 89T Z6IPUTTOD:I9ATasd: P- SAD #

(9HBOBHEN eg

*1M90dU 18ME0H 9 Bndoiaduly eLeIMEBOLOBH BH O1aMHeXdarad aHMAWg 9M SAD *(SHBORHEMN
BE OHIOI-OU OHBEEUOUEM) OLdMUUMHRAX 8 190dU BMEOH BH OLIWM © 103[0UdAl OloTay

I¥V1S AuedwoDAR 3109(L0xdAW 3x0dwT SAD/TEOOT/ISN/:yGZ° 06 89T Z6IPUTTOD:I9aTasd: pP- SAD
<bel TeT3TuTr> <bel I0pUSA> <SWeU STnpou> 3IodWT SAD

1M90du BMmes eH sndoiaduiy eLeHE0HD0
ojul p> :oLdmuuMHedx 8 1oodu 9O0H SHMAWE BT 9XOW HUITD HIMOUDA o Ldoxsa O0leloy

Tonxasd o exady
PULLOOT 3Xd Bg

4 SAD/TeDO0T/ISN/: Gz I9aTISSsSADpIasn: IoaTasd: JOOMSAD AUS1SS

#
HSS €adu maxoor HoMaduy #

#

#

yss HSY SAD Au®38s

SAD/TEOO0T/ISN/:ISAISSSADPIDSN:IXD: LOOYSAD AUSISS
SAD/TED0T/ISn/:Ted0T: IOO¥SAD AUS38S

SAD/TeD0T/ISn/ LOOYSAD AUS19S

:demmdn ey

AI0309ITPSAD/:<3ASOY>p<awruUIasn>: IaaTIasd: LOOYSAD AUS19S 4

oroHdOI oI’ OILOmML)
OHIFEMOI OWED 9D PBLEELOLS)

B

‘119YS yseq ‘ys 8 buTIIS=1008SAD F10dx2 UUKM ‘||BYS
ysd) ‘ysd g buTils I00JISAD AUSISS D eledulrHaIWodU |QOYSAD dlyerec "Hawsawaduo arrag
er eagsdL wodorodu suHidoudHedl ‘erexodiW g DSHEEELOUEM BE ‘OoldmuumHedx g sudoidadui?
oleX oHoTelee oldodu a7dag e 9XOW ‘egadiouA eHuedouw eg ‘nuhedauo SWREBHLALIEM OLI0M
g ‘olomuumnHedx BH eLBMNIMEOL BH SHBLATSdUO eE PHRIEUWOLEN eleadd eH eanuHawodu o eg0]

eauurHawodu 100USAD

:paomssed SAD
SAD/TeD0T/ISN/TOFZ:¥GZ 0G° 89T 26 TdUTTOD:a9aT0sd: 03 uT burbbo
UTbhOT SAD/TEOOT/ISN/:yGZ 0G 89T Z6TPUTTOO:I9ATasd: P- SAD #

(€e - MAL downdu oled) UalmgadLiou HOEOHMMQO OLeX eifoxd aLyeagod||
@iyesagody T'CT

SADINOLAUUSQLIRUALI ZISSTL

sad:onggnzznylasx: asasn

pmssed 1e0 #

reel erxaule) ‘(daadad sAd Lemmesd nioged e 1 oLoaxex Tou uumn) SAD 8 suaimgadiou
MHaWodu er eddaaddad SAD eH edeed 0190 ‘Tad mxMa28 eH Bedd g sAD: 9198eQOT BId)

— SNAD —



— VPN cbc SSH —

Ha knueHTa cliadmin (0T XocTa KbM renTa):
# ssh -L 5900:1localhost:15900 admin@gate

Cera agMMHUCTPaTOpa MOXe Aa Ce CBbPXE ANPEKTHO KbM KineHTckma VNC cbe:

# vncconnect -display :0 localhost

6 VPN cbc SSH

OT Bepcusa 4.3, OpenSSH Moxe fa nonssa tun/tap ycTpoincTBo 3a KpunTupaHe Ha TyHen. Tosa e
MHOro nofobHo Ha apyru TLS 6asunpanu VPN peweHuns kato OpenVPN. EaHo npeamMmcTtBo Ha SSH
e, Yye He e HeobxoAMMO fa ce MWHCTaqAMpa W KOHMUrypupa A[oNbAHUTENEH codTyep.
JonbnHuTenHo TyHenbT wu3non3ea SSH pasno3HaBaHe, HanpuMep crnoAeneHun K4voBse.
Hepoctatbk e kancynupaHeto npe3 TCP, koeTo Moxe fAa fosege Ao npobnemu npu 6asBHa
Bpb3ka. CblU0o Taka TyHenbT pasuuTta Ha eauvHuyHa ("kpexka") TCP Bpb3ka. Tasm TexHuka e
MHOro npakTuyHa 3a 6bp3o IP 6a3mpaHo VPN peweHne. Hama orpaHuyeHne Kato nNpuv eAMHUYHO
TCP nopT npenpaiwiaHe, BCMYKM NpoTokonu crion 3/4 kato ICMP, TCP/UDP, 1 T.H. ca npenpaTeHu
npe3 VPN. BbB BCeKM Cny4yan ca HYXHU cnegHuTe onumn B sshd_conf danna:

PermitRootLogin yes

PermitTunnel yes

6.1 EayHnuyHa P2P Bpb3kKa

Tyk cBbp3BaMe ABa XocTa, hclient n hserver cbc peer to peer TyHen. Bpb3kata craptupa ot
hclient kbM hserver n e nog notpebuten root. KpaiiHute ToukM Ha TyHena ca 10.0.1.1 (cbpBbp)
1 10.0.1.2 (kIMeHT) 1 cb3gaBaMme ycTpoincTeo tun5 (unu apyr Homep). MpoueaypaTa e npocra:

e Bpb3ka ¢ SSH c usanonssaHe Ha TyHenHaTa onuus -w

e KoHdurypupaHe Ha IP agpeca Ha TyHena. BeagHax Ha CbpBbpa M BefHaX Ha KAneHTa.

Bpb3Ka KbM CbpBbpa
Bpb3kaTa ce cTapTupa Ha K/IMEeHTa M KOMaHAWUTE Ce U3MbJIHSABAT Ha CbpBbpa.

CbpBBPBLT € Ha Linux

cli># ssh -w5:5 root@hserver
srv># ifconfig tun5 10.0.1.1 netmask 255.255.255.252 # VIBOBIHEHO B CBPBBPEH e

CbpBBPBLT € Ha FreeBSD

cli># ssh -w5:5 root@hserver

srv># ifconfig tun5 10.0.1.1 10.0.1.2 # VISOBIIHEHO B CBPBBPEH LIEJI

KoHdurypupaHe Ha KnmMeHTa

KoMaHau n3nb/HEHW Ha KneHTa:

cli># ifconfig tun5 10.0.1.2 netmask 255.255.255.252 # KmmeHTa e Ha Linux
cli># ifconfig tun5 10.0.1.2 10.0.1.1 # KmmeHTa e Ha FreeBSD

[lBaTa xoCTa cera ca CBbp3aHW W MOraT MpoO3payvyHO Aa KOMYHWKMUPAT CbC BCEKW MPOTOKON OT 3/4
cnow, uanonssamku TyHenHu IP agpecu.

6.2 CBbp3BaHe Ha ABEe Mpexu

B ponbnHeHwe Ha p2p HacTpoikaTa Mo-rope, € MHOro Mofie3HO CBbP3BAHETO Ha ABe 4acCTHU
Mpexu ¢ SSH VPN c usnonseaHe Ha aBa reinTa. [la gonycHem umame mpexaA 192.168.51.0/24 n
MpexaB 192.168.16.0/24. [Mpoueaypata e nogaobHa Ha ropHaTa, €AMHCTBEHO pAobaBaMme
pytupaHe. NAT TpsbBa Aa e aKkTMBMpaHO Ha 4yacTeH WMHTepdenc camo ako relMToBeTe He ca
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— CVS —
# cvs init # CozmaBa BCuukyM BBTpemHr CVS KOHOMTIypaumoHHU (aniose
# cd /root
# cvs checkout CVSROOT # IMpoBepsBa KOHOMI'ypaUMOHHMTE OQaioBe, 3a Oa I'M NPOMEHU
# cd CVSROOT
edit config (mobpe e xaTkKo cu e)
# cvs commit config
cat >> writers # Co3nmaBa Qarn Ha nmcaTenurTe (OONBJIHMTEJHO MOXEe M Ha 4uTaTe]
colin
~D # VsnomnszeanTe [Control] [D] 3a ma mM3neseTe OT pPemaKTUPAHETO
# cvs add writers # JlobaBsa Oayla writers KBM XpPaHUIMIETO
# cvs edit checkoutlist
# cat >> checkoutlist
writers
~D # snojysmaiire [Control] [D] Ba ma msieseTe OT pelaKTUPAHETO
# cvs commit # JV3pBpmBa BCUYKM KOHOMIYPALMOHHM MPOMEHMN

[NobaseTe readers dalin ako uckate ga AeduHupaTe npaBa 3a YeTeHe U nucaHe 3abenexka:
(Hukora) He npoMmeHsaliTe ¢annose AMPEKTHO B MNaBHMUSA CVS, HO MO-CKOPO M3HeceTe daina,
npoMeHeTe ro 1 ro BHeceTe. Hanpasuxme ToBa C darna writers 3a ga geduHnpame gocTbna 3a
nucaHe.

[l0 TO3M MOMEHT UMa TpU NONyASpPHU HauyMHa 3a Aoctbn Ao CVS. MbpBUTE ABa He ce HyXAasaT oT
LOMbAHUTENHM HACTpoMKKW. BuxTe npumepute B CVSROOT no-gony, 3a ToBa Kak Ja
n3nosnsBeare:

e [lnpekTeH nokaneH Aoctbn Ao (dainosata cuctema. MNoTtpebutens(te) ce Hyxaae/at oT
noaxoasilum npaea Bbpxy dannosere, 3a Aa umaTt goctbn Ao CVS AMPEKTHO M HAMa
no-HaTaTbyHa ayTopm3auusa B AOMbJSIHEHME KbM BAM3AHETO B OMepauMoHHaTa cucTema.
Bce nak ToBa e MONE3HO aKo XPaHU/IULLETO € JIOKaJIHO.

e OtpaneveH gocrtbn npes ssh ¢ ext npotokona. Bcekn notpebuten cbe ssh shell akayHT m
npaea 3a 4yeTeHe/nucaHe Ha CVS cepBbpa MOXxe Aa MMa aAupekTeH goctbn Ao CVS c ext
npes ssh 6e3 gonbaHUTENEH TyHen. He e HeobxoamMM cbpBbpeH npouec pabotew, Ha CVS
3a Aa pabotu ToBa. BxoabT npes ssh nanbvnHABa aytopusaumsaTa.

e OTpaneyeH AocTbn npes3 pserver. ToBa He C MpenopbyBa 3a M3MoN3BaHe, Mpu ronasMa
6asa oT noTpebuTenn, Tbih Kato notpebutenute ca aytopusmpaHe oT CVS pserver cbC
cboTBeTHa 6asa JaHHW 3a MaponuTe, 3aToBa M HAMa HyXAa OT JIoOKalHW noTpebuTenckun
akayHTW. Te3n HacTporikn ca 06siCHeHN oTAoNYy.

Mpe>xoBa HacTpoiika c inetd

CVS mMoxe pa 6bae ctapTvpaH JloKaslHO CaMO ako AOCTbMa A0 MpexaTa He e HeobxoauM. 3a
oTAaneyeH AOCTbN, AeMOHa inetd Moxe ga ctapTupa pserver cbC cnegHus pepg B /etc/inetd.conf
(/etc/xinetd.d/cvs Ha SUSE):

cvspserver stream tcp nowait cvs /usr/bin/cvs cvs \
--allow-root=/usr/local/cvs pserver

[obpa vaes e faa 6nokupaTe cvs nopTa oT MIHTEPHET CbC OrHeHaTa CTeHa M Ja u3nonssaTe ssh
TyHen 3a oTAaNeyeH AOCTbM A0 XPaHWAULLETO.

OTaenHa aytopusauus

Bb3MOXHO € ga umaTe cvs notpebutenn, KOMTO He ca 4acT OT onepauuoHHaTa cuctema (He ca
nokanHu notpebutenu). ToBa BCbLLHOCT BEPOATHO € M XKeNaHo OT rfieAHa Touka Ha CUrypHocTTa.
Mpocto pobasete daiin o3arnaseH passwd (B CVSROOT pgupektopusita) CbAbpXKall
notpebuTenckoTo MMe M naposata B kpunTupaH cdopmaTt. ToBa Moxe Aa 6bae HanpaBeHO C
htpasswd nHcTpymeHTa Ha Apache.

3abenexka: To3n passwd ¢aiin e eaAnHCTBEHWUST dainn, KonTo TpsbBa Aa 6bAe npomeHeH
avpektHo B CVSROOT pgupekTtopusta. Cblwo HaAMa Aa 6bae u3HacsH. [loBeye uMHpopMauus c
htpasswd --help

# htpasswd -cb passwd userl passwordl # -c ce3maBa daiia

# htpasswd -b passwd user2 password2
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— RSYNC —

KaTto npeauwHOTO, HO MO Mpexa W Cc Komnpecus. Rsync m3nons3ea SSH 3a TpaHcnopT no

" kato ¢ SCP. TunuyHo

nogpasbupaHe u we non3sa ssh ka4 ako wMa. M3nonseanTe
OTAaNe4yYeHo KonmpaHe:

# rsync -axSRzv /home/user/ user@server:/backup/user/
M3kniouBaHe Ha Bcsika aumpekTopust tmp BbB /home/user/ n cbxpaHsiBaHe Ha unepapxusita Ha

OVMpeKkTopuuTe, T.e. OTAanedyeHaTa pAupekTopus Wwe wuMma cTpykTypa /backup/home/user/.
TunnyHo ce nsnonssa 3a bekbn.

# rsync -azR --exclude /tmp/ /home/user/ user@server:/backup/
M3nonssaHe Ha nopt 20022 3a ssh Bpb3ka:
# rsync -az -e 'ssh -p 20022' /home/colin/ user@server:/backup/colin/

M3non3eaHe Ha rsync daemon (cbc "::") € MHOro no-6bp30, HO He € KpunTupaHo ¢ ssh. MsacToTo
Ha /backup e pgedwuHUpaHO OT KoHpurypauusTa B /etc/rsyncd.conf. [lpoMmeHnuBaTa
RSYNC_PASSWORD Moxe aa 6bae aedvHupaHa 3a nsbsireaHe pbYHOTO M BbBEXAAHE.

# rsync -axSRz /home/ ruser@hostname::rmodule/backup/

# rsync -axSRz ruser@hostname::rmodule/backup/ /home/ # KomnmpaHe Haszan

BaxxHn onuun:

-a, --archive apxuBeH pexuMm; kaTto -rlptgoD (6e3 -H)

-r, --recursive peEKYpCUBHO B AUPEKTOpUUTE

-R, --relative M3MoN3BaHe Ha OTHOCUTENTHU UMeHa

-H, --hard-links 3anasBaHe Ha XapA-Bpb3kute

-S, --sparse edekTnBHa paboTta cbC NpbcHaT dainose

-x, --one-file-system 6e3 pa Hanycka calinosarta cucrema
--exclude=PATTERN n3knYBa dainose cbBnagawm ¢ PATTERN
--delete-during nonyyartens usTpuea no BpemMe Ha TpaHcdepa, He npeau
--delete-after nonyyaTtenst UsTpuBa cres TpaHcdepa, He npeau

7.1 Rsync Ha Windows

Rsync e goctbreH 3a Windows rnpes cygwin uam KaTto CamMOCTOSITENIEH MAKeT OT cwrsync®. MHoro
e ynobHo 3a aBTOMaTMyeH 6ekbn. NHCcTanupante eamH oT aeata (He u geata) w pobasete NbTH
[0 cucTeMHuTe npomeHnueu Ha Windows: # Control Panel -> System -> TabbT Advanced, 6yToH
Environment Variables. Pepaktuparite "Path" npomeHnuBaTta wn pobaBeTe MbAHUA NbT A0
uHCTanupanus rsync, T.e. C:\Program Files\cwRsync\bin wunu C:\cygwin\bin. T[lo To03u
HaYMHKOMaHAWUTE rsync U ssh We ca AocTbnHM B Windows KoMaHzeH wen.

UpenTudunkauma c nybnmueH knoy

Rsync aBToMaTuW4yHO ce TyHenupa B SSH u cnepoBaTtenHo usnonsea SSH maeHTUdMKaums Ha
cbpBbpa. ABTOMaTU4HUTE bekbnun TpsibBa Aa nsbsarHaT HamecaTa Ha noTpebutens, 3a ToBa SSH
naeHTUdUKauma no nybanyeH K4 MOXe Aa Ce M3MOon3Ba U rsync KoMaHaaTta ue paboTtn 6es
napona.

Bcuuku cnepBawim kKomaHaM ce manbaHaBaT BbB Windows koH3ona. B koH3onata (Start -> Run
-> cmd) cb3ganTe n U3npaTeTe Ka4Ya KakTo e onncaHo B SSH, npomeHeTe "user" u "server" cbc
HeobxoamMMuTe CTOMHOCTM. AKOo (alina authorized_keys?2 ouie He cblyecTByBa, MPOCTO Konupante
id_dsa.pub B authorized_keys2 n ro nsnparete.

# ssh-keygen -t dsa -N '' # Cp3maBa NOJIMYEH M YaCTEH KIIOY

# rsync user@server:.ssh/authorized keys2 # KommpaiiTe ¢aitsa JIOKAJHO OT CBPBBPA

# cat id dsa.pub >> authorized keys2 # Jnu manossBaiiTe pemakTop 3a mobaBsHe Ha Kilo4a
# rsync authorized keys2 user@server:.ssh/ # Kommpane odaitsoBeTe oBpaTHO Ha CBPBBPA

# del authorized keys2 # lJ3TpMBaHE Ha JIOKAJHOTO KOIME

Cera TecT (Ha eauH pen):

6.http://sourceforge.net/projects/sereds
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— SSL Ceptudmkatn —
11.1 Npouepypa

e TpsibBa HWU cepTUDUKATOPCKO MbIIHOMOLLHO, 3@ Aa NOoAMNWILEM Halus cepTudukaTt. Tasm
CTbnka O6UKHOBEHHO Ce mnpeagsara OT npoaaBayun kato Thawte, Verisign u T.H., HO Hue
BCE MaK MOXeM Ja CU HanpaBuMe COb6CTBEHO.

e Cb3gaBaHe Ha W3MCKBaHe 3a MNOANMUC Ha cepTudukaT. ToBa U3MUCKBaHE € KaTo
HenoanucaH ceptudukat (nNybnmyHaTta 4YacT) M Beye CbAbpXa BCUYKATa HYXHa
nHdopmaums. M3nckBaHeTo 3a cepTudukaT O6MKHOBEHO ce Mnpawa Ao npojaBava Ha
MBbAHOMOLHKM 3a NoAnuc. Ta3m CTbMKa CbLO Taka Cb34aBa M JIMYHUS KIKOY Ha SioKanHaTta
MalumHa.

e [loanucBaHe Ha cepTudmKaTa C MbJIHOMOLLHO 3a cepTudukaTa.

e AKO e HeobxoaMMO cbeauHeTe cepTudukaTa M KNw4Ya B eamH dann, 3a da 6bae
M3Non3BaH OT NpuaoxeHue (yeb-cbpBbp, MENN CbpBbP U T.H.).

11.2 KoHdurypupaHe Ha OpenSSL

M3non3same /usr/local/certs kaTto AnpekTOpus 3a Ta3uM NpuMepHa MNpoOBepKa WM MPOMeHsMe
/etc/ssl/openssl.cnf cboTBeTBaWO Ha BawuWTe HACTPOWKKM, 3a Aa 3HaeTe Kbae we 6baaTr
cb3paaeHn dalinoseTe. ToBa e BaxHaTa 4acT oT openssl.cnf:

[ CA default ]

dir = /usr/local/certs/CA # Kbme ce cBbxpaHsBa BCUYKO

certs = $dir/certs # Kbme ce cbxpaHsBa issued certs
crl dir = $dir/crl # Kboe ce cbxpaHsBa issued crl
database = $dir/index.txt # VHpekc Oaly Ha GasaTa IOaHHU.

YBepeTe ce ye AMpeKTopunTe CbLECTBYBAT M ako TpsibBa r'v cb3aaiTe

mkdir -p /usr/local/certs/CA

cd /usr/local/certs/CA

mkdir certs crl newcerts private
echo "01" > serial

touch index.txt

# Camo ako serial He cBuecTyBa

EE I

11.3 Cb3pnaBaHe Ha cepTudumKaT NbJIHOMOLLHO

AKO HsIMaTe MbJHOMOWHO 3a cepTudUKaT OT Npoaasall TakuMea, TpsibBa Aa CM 3b3gageTe
cobcTBeHo. Ta3m cTbnka He e ImOQXOhSZm~ 3a OHEe3n pewnnun aa n3nonseat npoaasay, KOMTO Aa
noAnuiLEe M3UCKBAHETO. 3a Aa HanpasBuTe Mb/IHOMOLWHO 3a cepTudukat (CA):

# openssl reqg -new -x509 -days 730 -config /etc/ssl/openssl.cnf \

-keyout CA/private/cakey.pem -out CA/cacert.pem

11.4 Cb3paBaHe Ha U3UCKBaHe 3a NnoanNMc Ha cepTtudukara

3a pa HanpaBuTe HOB cepTudMKaT (3a MeWn cbpBbp WM yeb CbpBbp Hanpumep), MbpBO
nwwhmyﬁm NU3NCKBaHE 3a nmUﬂSeszmﬁ C HeroBmsa nn4yeH KN4y, AKO BalleTo MpUIoOXeHne He
noaabpXa KpunpupaH nuvdeH knod (Ha npumep UW-IMAP He noaabpxa), ToraBa 3abpaHeTe
KPUNTUPAHETO C -nodes.

# openssl req -new -keyout newkey.pem -out newreg.pem \

-config /etc/ssl/openssl.cnf

# openssl reqg -nodes -new -keyout newkey.pem -out newreq.pem \

-config /etc/ssl/openssl.cnf # Bes KPUNTMPAHE Ha KJ0Ya
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— KpunTtupaHe Ha dannose —

Cmnd_Alias PW = /usr/bin/passwd [A-z]*, !/usr/bin/passwd root # Not root pwd!
Cmnd_Alias DEBUG = /usr/sbin/tcpdump, /usr/bin/wireshark, /usr/bin/nmap

# AKTyaJIHUTEe IIpaBa

root, ADMINS ALL = (ALL) NOPASSWD: ALL # ADMINS MoraT ma HOpaBsaT BCUMYUKO c/6es maposna.
DEVEL DESKTOP = (ALL) NOPASSWD: ALL # PaspafoTumuy MMa NOBJIHM [paba Ha IOECKTONN
DEVEL DMZ = (ALL) NOPASSWD: DEBUG # PaspaboTumum mMorar pa meOwvreaT DMZ CBPBBPUTE.

# ToTpeburen sysadmin (cucTeMeH aIMMHMCTPATOP) MOXe nma ce Obpka B DMZ CBPBBPUTE C HAKOM KOMAaHIM.
sysadmin DMZ = (ALL) NOPASSWD: SYSTEM, PW, DEBUG

sysadmin ALL, !DMZ = (ALL) NOPASSWD: ALL # Moxe ma mpaBM BCUYKO M3BBH DMZ.

Sdba ALL = (DBA) ALL # I'pyna dba Moxe nma crapTMpa KaTo NOTpebuTes Ha 6a:
# Bcekmu MOXe na IprkKadea/orTkada Ccd-yCTPOMCTBO Ha HECKTOIN MallMHM

ALL DESKTOP = NOPASSWD: /sbin/mount /cdrom,/sbin/umount /cdrom

O KpuntupaHe Ha dbavnoBe

9.1 OtpeneH dann

KpunTupaHe 1 AeKpuUnTUpaHe:

# openssl des -salt -in file -out file.des
# openssl des -d -salt -in file.des -out file

3abenexete, ye daina pasbupa ce Moxe aa 6bae u tar apxus.

9.2 tar m kpuTnNMpaHe Ha UsJla oUpEeKTopuUSNA

# Kpunrupa
# Jexpunrupa

# tar -cf - directory | openssl des -salt -out directory.tar.des
# openssl des -d -salt -in directory.tar.des | tar -x

9.3 tar zip n kpunTUpaHe Ha UsJsla aMpeKTopus

# tar -zcf - directory | openssl des -salt -out directory.tar.gz.des # Kpuntupa
# openssl des -d -salt -in directory.tar.gz.des | tar -xz # Iexpunrupa

e U3non3eavite -k ™MosaTaTariHanapona cnen des, 3a Aa wu3berHete WHTEPAKTUBHOTO
3anuTBaHe 3a napona. Bbnpeku ToBa nMaiTe npeasua, Ye TOBa € MHOMO HECUTYpPHO.

e N3nonsesanTe des3 BMecTo des 3a Aa nonyyuTe Aopu No-cunHo kpuntupaHe (Triple-DES
Cipher). ToBa usnonsea u noseue CPU.

10 KpuyntTupaHe Ha asanoBe
Linux ¢ LUKS (p29) | Linux camo dm-crypt (p29) | FreeBSD GELI (p29) | FBSD camo pwd (p30)

Mma (MHOro) Apyru antepHaTMBHM METOAM 3a KPUMNTMpPaHe Ha [AMCKOBE, a3 Moka3BaM caMo
MeToAWTEe, KOWTO 3HaM W M3nonssaM. MmaiiTe npeasua, Ye CUrypHoCcTTa e camo Toraea Aobpa,
KOraTo ornepalMoHHaTa CUCTEMa He e KafleHa C ToBa. HapylumTen Moxe NecHo Aa 3anuwe
naponata OT KnaBuaTypHUTe cbbuTusa. Owe noBeye AaHHWUTE ca CBOGOAHO AOCTLMHWM KOraTo
AANBT € NpUKperneHa v Ha To3M eTan HaMa Aa OTKaXxe AO0CTbM A0 Hesl Ha HapywuTen.

10.1 Linux
Te3n MHCTPYKUMKM n3nonseaTt dm-crypt B Linux (device-mapper) ynobcrBa HanuyHu B 2.6 s4po0.

B TO3M npumep Heka kpunTupame Asna /dev/sdcl, ToBa MoXe Aa 6bvae v BCeku Apyr A OT
aucka wunu USB, wnu @aiinoBo 6asmpaH Aasn, cb3gafeH C losetup. B TO3M cnyyan we
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— KpunTupaHe Ha agsinose —

n3nonsesame /dev/loop0. Bux dann cHuMmka Ha asn. KapTtorpadsbT Ha ycTpoucTBaTa M3nonssa
eTUKeTU 3a uaeHtTuduumMpaHe Ha Asn. Hue m3nonssame sdcl B TO3W NpUMep, HO TOBa MOXe Aa
6bAe BCEKUN CTPUHT.

dm-crypt c LUKS

LUKS ¢ dm-crypt uma no-gobpo KpuvnTMpaHe M NpaBu Bb3MOXHO Aa MMaMe HAKOMIKO Maponu 3a
enH 1 CbliM A8 UNKW NIeCHO Aa NpoMeHuMe naponata. 3a ga nposepun ganu LUKS e goctbnen,
NpoCTO HanuweTe # cryptsetup --help, ako He ce MOsSIBU HUWWO OTHOCHO LUKS, uanonssaite
cnepgHuTe MHCTpykumn bes LUKS. MbpBo cb3aalite Asn ako e HeobxoauMm: fdisk /dev/sdc.

Cb3aBaHe Ha KpUntupaH As

# dd if=/dev/urandom of=/dev/sdcl # Hesambmxmrenuo. CaMo 3a napaHoumy (OTHeMa IOHM)
# cryptsetup -y luksFormat /dev/sdcl # ToBa yHMIIOXaBa BCSAKakKBM IOaHHM Ha sdcl

# cryptsetup luksOpen /dev/sdcl sdcl

# mkfs.ext3 /dev/mapper/sdcl # ce3maBa ext3 damyoBa cucrema

# mount -t ext3 /dev/mapper/sdcl /mnt

# umount /mnt

# cryptsetup luksClose sdcl # Orxaya KPUITUPAHUS O

lpnkayBaHe

# cryptsetup luksOpen /dev/sdcl sdcl
# mount -t ext3 /dev/mapper/sdcl /mnt

OTka4dyaHe

# umount /mnt
# cryptsetup luksClose sdcl

dm-crypt 6e3 LUKS

# cryptsetup -y create sdcl /dev/sdcl # wnm Bcexm mpyr nssn karto /dev/loop0
# dmsetup 1ls npoBepeTe, me nokaxe: sdcl (254, 0)
# mkfs.ext3 /dev/mapper/sdcl # ToBa ce mpaBM CaMO I'BPBMUSAT OBT!

#EOzbﬁlﬁmxﬁw\Qm<\5mﬁwmﬁ\mQOH\Ezn
#
¢

B

umount /mnt/
cryptsetup remove sdcl # Orxada KPUITUPAHUAT AT

HanpaseTte abcontoTHo cbuwoTo (6e3 mkfs yactTal) 3a ga npe-npukaunTe asna. AKo naponaTta e
rpewHa, mount KkoMaHaaTa HsMa fa 6bAe u3nbiaHeHa. B To3M cnyyalh npocto npemaxHeTe sdcl
(cryptsetup remove sdcl) M Fo Cb3aanTe nak.

10.2 FreeBSD

[BaTta nonynsapHu FreeBSD Moayna 3a KpunTupaHe Ha AWCKOBe Ca gbde W geli. A3 uM3nonseam
geli, 3awWoTo e No-6bp3 M OCBEH TOBa M3Mon3Ba Crypto yCTpOWCTBa 3a XapAyepHO YCKOpeHwue.
Buxe FreeBSD handbook Chapter 18.67 3a Bcuukm getavinu. geli MoaynwbT Tpsi6sa da 6bae
3apefeH unuM KoMNuanpaH B 84poTo:

options GEOM ELI

device crypto
# echo 'geom eli load="YES"' >> /boot/loader.conf

# mim xato module:
# wmm manenHere: kldload geom eli

U3nonseaHe Ha naposa M K4

A3 uU3non3eam Te3n INnﬂUO&KS 3a TUNNWYHO KpuUNTupaHe Ha AUCK, U3N0Ni3Ba Mnaponia N knou 3a
KPUATUPaAHE Ha rnaBHUA KOY. ToBa e, Ta6BaT BM ABeTe - naponata U reHepumpaHusa K4y

7.http://www.freebsd.org/handbook/disks-encrypting.html
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